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_—KI PykoBOACTBO Mo ycTaHOBKe onepaunoHHomn cuctembl WIN 10

O6o03HavYeHUn

NMPEAYNPEXOEHMUE: yka3biBaeT Ha NOTEeHUManbHO onacHyt cuTyauumto, Kotopas, ecrnm
ee He n3bexaTb, MOXET NPUBECTU K CEPbE3HbIM TpaBMaM Ui CMEPTU.

AN
TN

OMNACHOCTb NOPAXEHUA QJNEKTPUYECKMM TOKOM: ykasbiBaeT Ha
NoTEHLMaNbHY OMAacHOCTb NMOPaXeHWs ANEKTPUYECKMM TOKOM B MECTax, rae MOXeT ObITb
OIMNACHOE HanpspkeHue, npesbiwatollee 30 B cpegHekBagpaTUYHOro 3HaveHus, 42.4 B
nukosoe 3HadeHue unm 60 B nocTosiHHOro Toka.

OMNACHOCTb aneKTpocTaTM4eCKOro paspsga: YKkasblBaeT Ha  ONacHOCTb
3MEKTPOCTaTMYECKOro pa3psaaa, K KOTOPOMY MOXET ObiTb YyBCTBUTENBHO 060pyAOBaHUE.
Cobnogante mMepbl NMPegoCTOPOXHOCTU Mpu ObpalleHMn C 3NEKTPOYYBCTBUTENBHBIMU
yCTPONCTBaMM.

BHUMAHME: cogepXxuT nHdopmauuio, TpedytoLLyto 0coboro BHUMaHus.

W P

PEKOMEHAOALUWMWN: o6o3Ha4yeHne coBeTa uUnm NOACKasKm no UCrnosib3oBaHMo
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PykoBoacTeo no yctaHoske ornepaunoHHon cuctemsl WIN 10

1 lNMocnepoBaTenbHOCTb AeUCTBMU NO ycTtaHoBKe Windows 10

BHUMAHUE

— « O3TO pyKOBOACTBO MPUMEHMMO TOMbKO K OMNepaLuoHHON cucTeme
3aKpbITOro CeTeBoro yana.

— + [lepeg ycTaHOBKOW, MOXanyWcra, MNpPoOYTMTE  COOTBETCTBYIOLLEE
PYKOBOACTBO Monb3oBaTens u cobniogante ykasaHuMs MO  TeXHUKe
BesonacHocTy.

— « T[oxany#ncra, obpaTutech K pykOBOACTBY NOMb30BaTENs KOMMNblOTEPA AN
MONYYEHUS] KOHKPETHbIX MHCTPYKUMIA UMK 3aiauTe Ha BebG-caT nocTaBLumMKa
KOMMbIOTEPOB, YTOObI NMONY4YUTb COOTBETCTBYHOLLYHO MH(OPMALMIO.

B npaHHOmM  pykoBoacTBe — onepauuoHHass cuctema  HasbiBaetca  Windows  10;
nocrniegoBaTenibHOCTb YCTAaHOBKM MokasaHa Ha Puc. 1-1.

YoranoBrka Windows 10

Co3sfaHne NOrHYecKHX pasfenos ANA HeCcTKHX
HCKOB

YCTaHOBKAa NpanBepoB

ONTHMH3ALKA CHCTEMEI H HACTPOWRKA CBOHCTE

OYHCTEA CHCTEMBI

lpoeepka I

Puc. 1-1 - locnedosamenbHocmb ycmaHosku Windows
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//( PykoBOACTBO Mo ycTaHOBKe onepaunoHHomn cuctembl WIN 10

2 YctaHoBka Windows 10

B mnaHHOM pykoBoacTBe ucnonb3yetca 64-paspsgHasa onepaumoHHas cuctema Windows 10
Enterprise LSTC 2021Ha aHIMUNCKOM S3bIKe, LLarn no yCTaHoOBKE NPUBEAEHbI HUXKE.

1.

3arpyaute KomnbloTep ¢ yctaHoBoYHoro ancka Windows 10.

3arpysute KOMMbIOTEP M YCTaHOBUTE [AOUCK B KayecTBe 3arpy3oyHoro. BcrtaBbre
ycTaHoBouYHbIN grck Windows 10 B CD-ROM, a 3atem BonguTte B MHTEPGENC HACTPOMKN
Windows 10.

BbibepuTe 3bIK yCTaHOBKM

— Language to install: English(United States) / A3bik ycTtaHoBku: English (United States)

— Time and currency format: English(United States) / ®opmat BpemeHn 1 BanioTbl:
English (United States)

— Keyboard or input method: US / Knaenatypa 1 cnoco6 Beoga: US

Mpuctynute K ycTaHOBKE
Haxmute “Install now” (YcTtaHoBUTb cenvac), 4ToObl Ha4YaTb YCTAHOBKY.

Beegute kntoy npoaykta n gobasete “Next step” (Cneaytowwmii war), 4To0bl NPOAOIKUTD,
unu Haxmute “Jump” (MepenTn) 1 BBEANTE KIHOY NOCIE YCTAHOBKM

MpyMKTE YCNoBKS NULEH3NM
BbiGepute pexum ycTaHOBKW.

Bbibepute Custom: Install Windows Only (advanced) / MNonb3oBaTenbckuii: YcTaHOBKa

Tonsbko Windows (pacLumpeHHbIN)

Co3pgaHue pa3sgena CUCTEMHOrO Aucka

— Haxwmute Drive options (advanced) (MapameTpbl Ancka (4ONONHUTENBLHO)), BbibepuTe
pasgen gucka, 3aTem Haxmute Delete (YganuTb) B uHTepdpence pasgena aucka,
4yTOObl YAanuTb BCE UCXOAHbIE pa3genbl CUCTEMHOrO AMCKa B MHTepderice pasgena
ancka.

— Haxmute kHonky “New” (HoBbIi) B uHTepdence pasgena Agucka, 4Ytobbl cos3gatb
HOBbIV pasfern CUCTEMHOrO AMcka, COCTOSHME pa3gena CMCTEMHOro Ancka NokasaHo B
Tabnuua 3-1 Cnucka pasgenos ancka.

— 3aTeM HauHeTcsa yctaHoBka Windows 10 0o 3aBepLUEHUs.

Setting (HacTtpoikn)

Bbibepute “Use express settings” (Micnonb3oBaTb 3KCNpecc-HaCTPOMKM)
lNepcoHanunsauus

— User Name (Mma nonb3osatns): TEMP

— Password (Maponk): Conkor@1304

— [Mopackaska k Naponto He MOXeT CoaepXaTb cam Naporb.

PC Name (Mimsa komnbioTepa): (TonbKo Ans npumepa)

— [MporpammHasa nnatdopma KT: #HA&& ***(### 9T0 KpaTkoe MMsi OnepauvoHHOro
y3na, && - JOMeH,

— ** _ |P-agpec xocTa. Hanpumep, onepaTtopckas cTaHumsi MoxeT ObiTb Ha3BaHa
0S15 160.)

Lnj_l CoseT: nonb3oBaTenb C uMeHem “Temp” OyageT yganeH, M Ha
KOMMbIOTEPE  OCTAHETCs  TOMbKO  4YeTblpe  Nonb3oBaTens:
Administrator, DefaultAccount, Guest and WDAGUtilityAccount.
OpaHako Ang HopmarnbHOW YCTAHOBKU CUCTEMbI HEOH6XOAMMO yKa3aTb
nonb3oBartens ¢ umeHem “Temp”.

10. 3aBepLUeHMEe YCTaHOBKM.
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PykoBoacTBO Nno yctaHoBke onepaumoHHoun cuctembl WIN 10

3 Co3paHue norn4yeckmx pa3nenoB A1 XeCTKOro AunckKa

Beegsa B nouck “This PC” (Mon koMnbioTep) U LLUENKHYB MO HEMY MPaBON KHOMKOW MbILUWN,
BbiGepute “Manage” (YnpaBneHue) B KOHTEKCTHOM MEHIO, NOSIBUTCA HTEPdENC ynpaBreHus
KOMMbIOTEPOM, B KOTOPOM HaxxmuTe “Disk Management” (YnpasneHve agnckom) nof nyHKTOM
“Storage” (Xpanunuuwie), a 3aTeM B NpaBoOn KOMNMOHKe OyaeT nmokasaHO COCTOsAHWE pasgena
CUCTEMHOr0 AnCKa.

PekomeHaauumn

— Ecnu Ha pabodem ctone no ymonyaHuio HeT 3Hadka “This PC” (Mown
KOMMbIOTEP), LWENKHUTE MpPaBOW KHOMKOW MbIWKM Ha MNyCTOM MeCcTe U
BblbepuTe “Personalize” (lMepcoHanusaums), Beibepute “Themes” (Tembl) B
neBOM MeH, HaxxmuTe “Desktop icon settings” (HacTpowku 3Ha4koB Ha
I:qj_l paboyem ctone) noa “Related Settings” (CBsizaHHble HAaCTPOKKK), a 3aTEM
BbiGepute “Computer” (Komnbtotep) B MHTepdherice “Desktop Icon Settings”
(HacTpoikun 3HaukoB Ha paboyem cTone).
— [lepen BbINONMHEHMEM nepcoHanusauMm nonb3oBaTento Heobxoanmo
ncnonb3oBaThb KoY NpoaykTa anga aktmeaumm Windows 10.

Bo-nepBbix, 3ameHnte CD-ROM Ha anck G. Bo-BTopbix, BbibepuTe NpaBon KHOMKON MbILLN
mMeHto “New Simple Volume...” (HoBbIn npocTor TOM...) Ha HepacnpedeneHHoOM aucke, YTobbl
pasgenuTtb guck Ha guckn D, E n F. CTangapTsl pasgenos cnegytowme.

Tabnuya 3-1 Criucok pa3derios Oucka

. . | NlokanbHbIN .
CBobogHoe JlokanbHbIN | JlokanbHbIN JlokanbHbIN
anck E (auck .
MecTo Ha | 3Ha4yoK AUCK C | amck D s LOUCK F | NNokanbHbIN
XECTKOM Oucka (cucteMHbIN | (AUCK c gesepBHoro (cobcTBeHHbIN | Auck G
aucke LUCK) AaHHbIMW) KonMpoBaHus) BUCK)
Format NTFS NTFS NTFS NTFS
2160Gb . CD-ROM
Capacity | 102400Mb OcraBweecs | 20480Mb 20480Mb
MecTo

PekomeHaaumm No NpYMEHEHWIO KaXKaoro pasaena npuBeaeHbl HUXE:

— OnepaumnoHHas cuctema u nporpammMmHoe obecrneyeHne angd MOHUTOPUHIra SOMKHbI BbITh
ycTaHoBneHbl Ha aucke C:.

— [Owuck D: 6ygeTt ncnonb3oBaTbCa AN XpaHEHUS AaHHbIX O XO4Ee MOHUTOPUHra.

— [Ownck E: 6ygeT mMcnonb3oBaTbCA ANS PE3EpBHOINO KONUPOBAHWA NporpamMMm YCTaHOBKM,
TEXHUYECKNX KOHpurypauun, opansepos 1 T. 4.

— [HOwuck F: npegHasHaveH Ons xpaHeHus pavina 6asbl AaHHbIX npouecca (MCTOpUYECKUX
TPEHAOB, 3anuCb CUrHanu3auui, OTYETOB U T. A.), KOTOPbIN CO34aeTca NPOorpamMMHbIM
obecrnevyeHmeM MOHUTOPWHra, Unu gpyrmx pabo4vmx amnnos.

lMocne 3aBeplleHNs CO34aHUSA NOrMYECKUX pas3fernioB ANs XXEeCTKOro AMCKa, noXanymucra,

cosfanTe pesepBHYO Konuo dpannoB yctaHoBovHoro aucka Windows 10, ckonvpoBas MX Ha

auck E.

PekomeHpauuu

— Ecnu Bbl XOTTE 3aHOBO YCTaHOBUTbL ONEPAaLMOHHYI0 CUCTEMY, BaM NPOCTO
@ HY>XHO Hanpsimyto oTdopmaTtmpoBaTe Anck C, n HeT HeobxoaMmocTu B
NMOBTOPHOM CO3[aHWW NTOTMYECKNX Pa3aernoB AN XXeCTKOro Aucka.
— [lpu HannumMm oCTaBLUEroCcs MecCTa Ha XXeCTKOM AMCKe eMKoCTb aucka C
MOXeT BbITb yBEeNu4eHa B 3aBUCUMOCTU OT OBCTOATENbLCTB.
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PykoBoacTBO Nno yctaHoBke onepaumoHHoun cuctembl WIN 10

YcTtaHoBKa gpanBepoB

1. YcrtaHoBKa

B cooTBeTCTBUM C KOHUrypaLumen xocta 3anycTute AUCK C gpanBepamMu MaTepUHCKOM
nnartel M AONCK C AdpanBepaMn BCTPOEHHbLIX KOMMOHEHTOB, MpeaoCTaBreHHbIN
NpoOn3BOAUTENEM XOCTa, WM YCTAHOBUTE KaXAblll KOMMOHEHT, credys WHCTPYKUMSIM
MacTepa ycTaHoBKUW. [locne 3aBepLUeHUs yCTaHOBKM Nepesarpysnte KOMMboTep.

OpHako, ecrniu Bbl He 3HaeTe, kakve apariBepbl creayeT YyCTaHOBUTL C MOMOLLbIO MacTepa,
noxarnymncTa, OTKpOnTe AMCMEeTYEP YCTPONCTB B MHTepdence ynpaBneHns KOMNbITEPOM,
OH MokasaH Ha Puc. 4-1, Ha KOTOPOM HEOBGXOAMMO YCTAHOBUTL T€ KOMMOHEHTbI, KOTOPbIE
He OblnM HalgeHbl Ha AWCKe (OTMEYEeHbl XENTbIM BOMPOCUTEMbHLIM 3HAKOM WK
BOCKNMUATENbHBbIM 3HAKOM).

File

A Cornputer Managerment — O *

Action  View Help

a0 E HE B

A Computer Management (Local) v R DESKTOP-RM2HOPF Actions
v ([ Systern Tools Audio inputs and outputs :

" @ Task Scheduler é Cormputer Pevice Manager _
1] Event Wiewer = Disk drives Mare Actions
| Shared Folders B Display adapters
& Local Users and Groups == DWD/CD-ROM drives
(1) Performance @ Human Interface Devices
M Device Manager =@ IDE ATA/ATAPI controllers

w ) Storage = Keyboards
= Disk Management @ Mice and other pointing devices
“ly Services and Applications B Monitors

P Network adapters
v |7 Other devices

"JL PCI Senal Port
B Portable Devices
i Ports (COM &LPT)
™ Print queues
[ Processors
0 Software devices
i Sound,wideo and game controllers
& Storage controllers
= System devices

P Universal Serial Bus controllers

Puc. 4-1 NInmepgbelic ducnemyepa ycmpolicme

2.

K7-

Pe3epBHas konus
CospanTe pe3epBHYHO KOMMIO COOTBETCTBYIOLLIMX ApaniBePOB Ha aucke E.
BbinonHute npoBepky

Mocne ycnewHoOro 3aBeplUeHMs YCTaHOBKM B AWUCMNETYEpe YCTPOWCTB MHTepdenca He
OOMKHO ObITb 3NEeMEHTOB, MOMEYEHHbIX XENTbIM BOMPOCUTENbHLIM 3HAKoOM WK
BOCKIMLIATENBbHBLIM 3HAKOM.

BHuMaHue:

lMocne 3aBeplueHMs YCTAHOBKM [pariBepoB OTKpouTe uHTepdenc “Control

A Panel” “Uninstall or change a program” (“lNaHenb ynpasnexHus” “YaanexHve nnu
M3MeHeHne nporpamMm”) © npoBepbTe, YCTAHOBMEHO W NporpammHoe
obecneuveHne NVIDIA nView Desktop Manager (NVIDIA nView). Ecnn oHo
6bIN0 yCTaHOBMNEHO, NOXanyncra, 3abnokMpynTe unu yaanure ero.
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lK PykoBOACTBO Mo ycTaHOBKe onepaunoHHomn cuctembl WIN 10

5 OnTuMM3saumsa cUcCTeMbl U HACTPOMKA CBOMUCTB

BHumaHue:
— CsowcTBa, KOTOpble HE YKa3aHbl, OCTalTCA 3a4aHHbIMU N0 YMOMNYaHUIO.
— HacTporku pasHbIX XOCTOB MOIYT OTNUYaTbCsd, NOXanyncra, HacTpouTe

CUCTEMY B COOTBETCTBUM C 3TUM haKTOM.

B aTon rnaeBe pacckasblBaeTcsi O TOM, KaK HacCTPOWUTb YYeTHble 3anucu Mnosfib3oBaTenemn,
cBoWcTBa OTOOpakeHusi, naHenb 3agavy u MeHw “Start” (meHo “Tlyck”), Bpewmsi, 43biK,
CUCTEMHbIe CBONCTBA, OpaHaMayap, cryxbbl, ceTeBble CBOMCTBA M Tak Aaree.

5.1 HacTpoMKM y4eTHbIX 3anMcen nonb3oBaTtenen
5.1.1 YctaHOBKa y4eTHOM 3anucu agMMHUCTpaTopa

1. BknoyMTe yYETHYHO 3anucb agMuHUCTpaTopa

LWenkHnte npason kHonkon Mbiwmn “This PC” (Mow komnbtoTep), Bblibepute “Manage”
(YnpaBneHne) B KOHTEKCTHOM MeHI0, oTkpoeTca uHTepdenc “Computer Management”
(YnpaBneHue komnbtoTepom). Beibepute “Users” (MNonb3oBatens) nog nyHktom “Local
Users and Groups” (JlokanbHble MonNb3oBaTenM W [Pynnbl), MONb30BATENLCKUI
NMHTepenc nokasaH Ha Puc. 5-1.

B Computer Management -_ O *
File  Action ‘iew Help
=2 = Bm
A& Computer Management (Local) Mame Full Name Description Actions
ol
v e %St'l?mk-rgok:sd | W, Administrator Built-in account for adm... || Users A
(1) Task Scheduler 1
B Evere Views: !!{Defaultﬂocwuni A user account managed.., Mare Actions b
B Guest Built-in account for gues...
| Shared Folders poesd
BTEMP TEMP
w B Local Users and Groups »
T Users . WDAGUtlityAccount A user account managed..,
| Groups

() Performance
M Device Manager
ll;"m Starage

iy Services and Applications

Puc. 5-1 lNonb3osamenbckuli uHmMepgelc

Osaxagbl wenkHute “Administrator” (AgmMuHucTpaTop), oTKpoeTcs uHTepdenc “Administrator
Properties” (Conctea agmuHucTtpatopa). CHumunte dpnaxok “Account is disabled* (YuyeTHas
3anucb OTKMKOYMEHa) Ha cTpaHuue napameTtpoB “General” (O6wme) n Haxmute “Apply”
(MpumeHuTb) 1 “OK”.
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lK PykoBOACTBO MO ycTaHOBKe onepaunoHHon cuctembl WIN 10

Administrator Properties ? >

General  pember OF  Profile

& Adrinistrator
N

Full name; I I

Description:
computer/domain

Builkin account for administering the ‘

User must changs password at resd
[] User gannot change password
Pazsword never expires
[ Account is disabled

Account is locked out

oo | [ o | [ i

Puc. 5-2 CHumume ¢pnaxok “Account is disabled” (Yuemnas 3anucb omkrodeHa).
2. YcrtaHosuTte naponb ana Administrator (AgMuHucTpartopa)

LWenkHnte npaBon kHonkon Mblwn “Administrator”, BbiGepute “Set password...”
(YcTaHoBUTL Napornb...) B KOHTEKCTHOM MEHI0, NOATBEpPAUTE BBOA MHOpMauuW, 3aTem
OTKPOETCS MHTEpP(EeNC, NokaszaHHbIN Ha Puc. 5-3.

Set Password for Admimistrator 7 e
Hew pazzword: sessEseRee |
LConfirm passward: | ssssssnses] |

A 1Fyou elick DK, the following will occur:

Your local user account will mmediately lose access to all of its
encrypted files, stored passwords, and personal security certificates.

[F you chek Cancel, the password will not be changed and no data lozs will

Qccur.
Concel

Puc. 5-3 YcmaHoska napons 0ns AGMuHUcmpamopa
3. Bsegute naponb 1 Haxmute “OK”.
5.1.1. YpaneHue nonb3oBaTtens ¢ umeHem Temp

LlenkHnte npaBoOM KHOMKOM MbllwM Ha nonb3oBaTens “Temp” B Nonb3oBaTerbCKOM
nHTepdence un Buibepute “Delete” (YoanuTb) B KOHTEKCTHOM MEHIO, Kak NokasaHo Ha Puc. 5-4.
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B Computer Managernent — O X
File  Action  Wiew Help
o9 | 2R XE = HEE
A&/ Computer Management (Local) Marne Full Name Description Actions
5l
v i (SYS:ka;c:Sd | &-Adminislmtor Built-in account for adm... Users -
i
D Tes c_ Eauler %, DefaultAccount A user account managed.., :
ld] Event Viewer r— More Actions
Shared Folders P Guest Built-in account for gues..,
n
ST | TP -
~v B Local Users and Groups Set Password...
Users L WDAGU sr account managed.., More Actions
| Groups All Tasks »
I-f?il Performance Delete
& Device Manager R
25 Storage ename
Ty Services and Applications Properties
Help
Deletes the current selection,

Puc. 5-4 YdaneHue nosnb3o08amernsi “Temp”
Yaanunte nonb3oBaTtens ¢ MMeHeM Temp B COOTBETCTBMM C MHGOpMaLMEN B NOACKA3Ke.

BHumMaHume:

— « [locne ypaneHusa nonb3oBaTenss C MMeHeM Temp Bbl OOSKHbI
nepesarpysuTb KOMNboTeEp (BOMAnUTe B cucteMy kak Administrator), a 3atem
3aganTe BCe CBOWCTBA criedyowmmMm obpasom.

A — * Y70 KacaeTcs BCTPOEHHbIX MOfb3oBaTenemn, Kotopble He MOryT ObiTb
yaaneHol, Takmx kak DefaultAccount, WDAGULtilityAccount un Guest,
noxanyncra, yctaHoBuTe cnaxok “Account is disabled” (YyeTHaa 3anucb
OTKNtOYeHa) B UHTepgence cBoncTs n HaxxmuTe “OK”.

5.1.2 YctaHOBKa aBTOMaTM4eCcKoro Bxoga B CUctemy

1. Ortkpownite nHtepdenc “Run” (BeinonHutb) coyetaHnem knasuw “Windows + R”, 3atem
BBeanTe komaHay ‘regedit” n Haxmute “OK”, oTkpoeTcs agnanorooe okHO “Registry Editor”
(PepakTtop peectpa).

2. Bbibepute
“Computer\HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion
\PassworlLess\Device” cneea. N3meHnte “Value data” napameTpa

“DevicePasswordLessBuildVersion” Ha “0” (no ymonuyaHuio — “2”), KaKk nokasaHoO Ha
pUCyHKe Huxe, Puc. 5-5.

Edit DMYORD (32-bit) Value >

Walue name:

| DevicePazzwordLessBuildyersion

Value data: Base
|[§ | (®) Hexadecimal
() Decimal

Puc. 5-5 NsmeHeHue “Value data” (3HavyeHus1 OaHHbIX)

3. Otkponte uHTepdenc “Run” (BeinonHutb) covetaHmem knasuw “Windows + R”, 3atem
BBeOMTE KOMaHay “control userpasswords2”, oTKpoeTcs gnanorosoe okHo “User Accounts”
(YuyeTHble 3anuncu nonb3osatenen). CHumuTe dnaxok ¢ nyHkta “Users must enter a user
name and password to use this computer” ([Nonb3oBaTenu [OMKHbI BBECTM WUMSA
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nonb3oBaTtena n Nnaporb, 4YTOObI MOMbL30BATLCS 3TUM KOMI'IbI'OTepOM). Kak nokasaHo Huxe.

User Accounts #
Users  advanced

Use the list below to grant or demy users access to your computer,
and to change passwords and other settings.

[CJilsers must enter a user name and password to use this computer,

Users far this computer:

Lser Marne Group

A Adrninistrator Adrministrators

Add Bemowve Properties
Password for Administrator

To change your password, press Ctrl-Alt-Del and select Change
Passward,

Reset Password...

Puc. 5-6 [uanozosoe okHo User Accounts (YuemHsie 3arnucu rnonb3oeamerned)

4. Haxmute “OK”, OoTKpoWTe [OManoroBoe OKHO, MOKa3aHHOEe Hwke, BBeOUTE Naponb M
Haxkmute “OK”.

Autaratically sign in *

You can set up your computer 5o that users do not have to type a user
il narme and password to sign in. To do this, specify a user that will be
automatically signed in below:

User narme: ‘ Administrator ‘
Password: ‘ sssssssss ‘
Canfirm Password: | LLTTTT L] |

Puc. 5-7 Ycma+oeka asmomamuyecko2o xoda 8 cucmemy

5. CHoBa OTKpouTe “‘Registry Editor” (Pepaktop peecTtpa),
“Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion
\ PasswordLess\Device” cnesa. Mamennte “Value data” (3HaueHue gaHHbIX) napamerpa
“DevicePasswordLessBuildVersion” Ha “2”.

PEKOMEHOALUMUWU: Kaxabii pa3 nocne BHECEHUA U3MEHEHUN HaxkumanTe “OK”
unun “Save” (CoxpaHuTtb).
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5.2 HacTpounkn cBOMCTB OTOOpakeHusA
5.2.1 YctaHoBka Tem gnsa Windows

LLlenkHuTe npaBon KHOMKOW MbIWK Ha ntobon nycTtom

PykoBoacTeo no yctaHoske ornepaunoHHon cuctemsl WIN 10

obnactu pabouero crona, Bbibepute

“Personalize” (MepcoHann3aums) B KOHTEKCTHOM MEHIO, a 3aTeM OTKpouTe UHTepdenc

nepcoHannsauunmn, Kak noka3aHo HMXe.

Settings

(@ Home

Background

l Find a setting £ ‘

Personalization

Background

Colors

Lock screen

R 4 & B

Themes

=

Fonts Background

Picture

i
a

Start

o
0

=

Taskbar Choose your picture

Puc. 5-8 Uumepagbelic nepcoHanusayuu

Bbibepute “Themes” (Tembl) cneBa, nocne 4ero
nepcoHanusaumm cnpasa, Kak nokasaHo Ha Puc. 5-9
“Change theme” (M3meHnTb TEMY).

Settings

Bbl CMOXETe yBUOETb WHTepdenc
. Boibepute temy “Windows” B okHe

Related Settings

Desktop icon settings
High contrast settings

nc your settings

@ llHame Themes
Find a setting ] Current theme: Windows
Personalization AN ?ackground
Color
B Background I . T
= s
& Colors = Aa q») .‘ounds‘
C8 Lock screen - b vouse cursor
@ Themes
Change theme
M Fonts 9
B} Get more themes in Microsoft Store
B8 Start
& Taskbar

Windows (light)

Windows 10

1images

Puc. 5-9 Ycma+Hoska mem 0nst Windows

12 n3 57
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5.2.2 U3meHeHMe 3HA4YKOB Ha pabouyem cTtone

PykoBoacTBO Nno yctaHoBke onepaumoHHoun cuctembl WIN 10

Haxmute “Desktop icon settings” (HacTtpoikn 3HaukoB Ha paboyem ctone ) B crivcke “Related
Settings” (CBasaHHble HacTponkn) Ha Puc. 5-9, oTkponTe AnanoroBoe OKHO, NoKasaHHoe Ha
Puc. 5-10, yctaHosuTe dnaxkm “Computer” (Komnbtotep) n “Network” (CeTb) (no ymonyaHumio
BblOpaHa “Recycle Bin” (KopsuHa)).

B Desktop lcon Settings

Desktop loons

Deskbop icons
Computer
[ User's Files
Metwark,

o

Recycle Bin
[empty]

. 3

This PC Administrator

Allow themes ko change deskiop icons

1 Recycle Bin
[] Control Panel

o

Recycle Bin
[Fuall

Change lcon... Restore Default

Cancel Apply

Puc. 5-10 YcmaHosKka 3Ha4Kko8 Ha paboyem cmorne

5.2.3 YcTtaHOBKa 3KpaHHOM 3aCTaBKu

Bbibepute “Lock screen” (OkpaH 6NoOKMpOBKM) B NIEBOK YacTu MHTepderica, Kak nokasaHo Ha
Puc. 5-8, HaxxmuTte “Screen saver settings” (HacTpowkn aKkpaHHOW 3aCTaBKn) B HUXKHEWN YacTu
WHTepenca cnpasa M yctaHoBUTe AnNd napameTpa “Screen saver’ (OkpaHHasi 3acTaBka)
3Ha4veHune “None” (HeT) (Mo ymonyaHuio) BO BCMbIBAKOLWEM ANANoroBOM OKHe, KakK nokasaHo

Ha Puc. 5-11.

K7-SW-MN-7024
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& Screen Saver Settings X

Screen Saver

Screen saver
(None) v Settings Preview
118 [C] On resume, display logon screen
Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Puc. 5-11 YcmaHoeka aKpaHHOU 3acmasku
5.2.4 YctaHoBKa napameTpoB NUTaHUA

Haxmute “Change power settings” (MIameHeHre HacTpoek nutaHus) B MHTepdence “Screen
Saver Settings” (HacTpoikn akpaHHOW 3acTaBKku), OTKPOETCS MHTepdeinc, NokasaHHbIN Ha Puc.
5-12.

5 Power Optians - O *

E e 3 > Control Panel * Hardware and Sound > Power Options v O pr

Control Panel Home .
Choose or customize a power plan

Choose what the power A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that manages
buttons do how your computer uses power. Tell me more about power plans
Create a power plan Preferred plans
&) fdi_hnlm when to tun off the () Balanced (recommended) Change plan settings
ispla
piay Automatically balances performance with energy consumption on capable hardware.
% Change when the computer

sleeps () Power saver Change plan settings
Saves energy by reducing your computer’s performance where possible.
Hide additional plans

(®) High performance Change plan settings

Favors performance, but may use more energy.

(O Ultimate Performance Change plan settings
Provides ultimate performance on higher end PCs.

See also

User Accounts

Puc. 5-12 Uumepabelic “Tlapamempsi numaHus”

Haxmute “Show additional plans” (lMokasaTb JononHUTENbHbLIE NNaHbl) U BblIbepuTe nnaH
“High performance” (Bbicokas npon3BognTensHOCTL), N0 yMON4YaHuio yctaHoBsneH “Balanced”
(CbanaHcupoBaHHbIn). 3aTem HaxmuTe “Change plan settings” (M3ameHUTbL HAacCTponkn nnaHa)
B pasgene “High performance” (Bbicokas npou3BoAUTENbHOCTL), OTKpOWTE WHTEpdeENcC
pefakTMpoBaHMSA HAaCTPOEK NNnaHa, ycTaHoBuTe Ana napameTpa “Turn off display” (Beikntountb
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oucnnen) 3HadeHne “Never” (Hukorga), 3atem HaxmuTe “Save changes” (CoxpaHuTb
N3MEHEHWS) BHU3Y.
Kak nokasaHo Ha Pwuc. 5-13, B uHTepdence Opyroro KomnbloTepa MOXeT oTobpaxaTbcs

Hagnuck “Put the computer to sleep” (Mepexoq KomnbloTepa B CMSILLUA PEXMM), OIS HEE TaKKe
OOMXKHO BbITb yCTaHOBMEHO 3HadveHue “Never” (Hukoraa).

35 Edit Plan Settings - O ®

&« v ;@« Power Options » Edit Plan Settings v O Search Control Panel 0O

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use.

K Turn off the display: | Never v

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

Puc. 5-13 YcmaHosKa rnaHa anekmponumadusi

Haxmute “Change advanced power settings” (M3MeHUTb AOMOMAHUTENbHbIE HACTPOWKM
nutaHna) Ha Puc. 5-13, oTkpoeTcs ananoroBoe okHo “Power options” (BapuaHTbl nutaHus),
Kak nokasaHo Ha Puc. 5-14.

YcTaHoBUTE napameTpbl pexuma OXuMAaHus, Kak MoKa3aHO Ha pPUCYHKe Bblle:
(OToGpaxaemble anemMeHTbl HACTPOMKU OTHOCATCA K MOAENW KoMnbioTepa, noxanyucra,
O3HaKoMbTeCb C PaKkTUYECKNM MHTEPTENCOM. )

— Sleep: Never (CoH: Hukorga)
— Allow hybrid sleep: Off (PaspewnTb rmbpungHbln pexxum oxmngaHua: Beikn)
— Hibernate after: Never (INepexoa B cnswmin pexum nocne: Hukorga)
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35 Power Options ? *

Advanced zettings

then choose settings that reflect how you want your

\’{ i Select the power plan that you want to customize, and
computer to mManage power.

High performance [Active] W

B Sleep A
= Sleep after
Setting: Newver
= Allowr hybrid sleep
Setting: Off
= Hibernate after
Setting: Mewer
# Allow wake timers
LUSE settings
PCI Express

[

(]

1 Draraccnr nowsar ransoammand

Restore plan defaults

Cancel | sl

Puc. 5-14 YcmaHogKka napamempos Crisu,e2o pexuma

PykoBoacTeo no yctaHoske ornepaunoHHon cuctemsl WIN 10

3atem oTkponTe uHTepdenc “Settings” (Hactponku) vepes meHio “Run” (BbinonHuTb) u
BblbepuTe “System” (Cuctema). Boibepute “Power & Sleep” (lMuTtaHne u coH) B uHTepdence
HACTPOMKN CUCTEMBI 1 yCTaHoBUTE AN napameTpa “Screen: When plugged in, turn off after”
(OkpaH: Korga oH mopakntoyeH, ero BbikNioyeHne nocne) 3HadveHune “Never” (Hukoraa), kak
nokasaHo Ha Puc. 5-15. B nHTepdence apyroro komnbtotepa MoxeT oTobpaxaTbCca HaanMCb
“Sleep: When plugged in, PC goes to sleep after” (Cnawwmn pexum: Korga komnbioTep
MOAKMIOYEH K CETU, OH MEPEexXoauT B CNSALWMA PEXMM MOCNe), AN Hee Takke OOSMKHO ObiTb

yCTaHOBIeHo 3HayeHne “Never” (Hukorga).

Puc. 5-15 HacmpoUku 3kpaHa: HUko20a He 8bIK/1ro4Yamab

16 n3 57

> Settings
@ Home Power & sleep
Find a setting - l Screen
System When plugged in, turn off after
‘ Never
L3 Display
¢) Sound Sleep
[ Notifications & actions When plugged in, PC goes to sleep after
Never
& Focus assist
I (f) Power & sleep
Related settings
= Storage RTINS
Additional power settings
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5.2.5 YcTaHOBKa pa3pelueHus IKpaHa U 4aCTOTbl OOHOBIIEHUS.

LenkHuTe npaBon KHOMKOM MbiwK Ha paboyem cTone, Bbibepute “Display Settings”
(HacTponkn gmucnnes) B KOHTEKCTHOM MEHI0 U OTKpOWTE UHTepdenc, nokasaHHbIM Ha Puc.
5-16. lNMonb3oBaTenM MoOryT U3MeHATb pasMep TekcTa, NPUMOXEeHUH N OpYrnx SNEeMEHTOB.
Bbibepute “100% (Recommended)” (100% (PekomeHngyetcs)), kak 6bino npeanoxeHo.
YcrtaHoBuTte opueHTaumio “Landscape” (Anb6omMHas opreHTaums).

Kak npaBuno, paspelleHne 3kpaHa MOXeT OblTb YCTaHOBNEHO B COOTBETCTBUM C
pekoMeHaauusMm.

— 19-grorimoBbiri MoHuTOp: 1280 * 1024 nukcenen (pekoMmeHayeTcs ).

—  20-grorimoBbii MoHuTOp: 1600 * 1200 nukcenen (pekomeHayeTcs)

—  22-A10MMOBBIN LUMPOKO3KPaHHbLIN MoHUTOP: 1920 * 1080 nukcenen (pekomeHayeTcs)

—  LUMPOKOIKPAHHbIN MOHUTOP C AuaroHanbi 3kpaHa 24 grorma: 1920 * 1080 nwukcenen
(pekomengyeTcs)

< Settings - O X
@ Home Display
Find a setting Scale and layout
System Change the size of text, apps, and other items
100% (Recommended)
I &= DISplay Advanced scaling settings
@) Sound Display resolution

1920 x 1080 (Recommended)
L] Notifications & actions -

Display orientation

B .
J  Focus assist Landscape

Puc. 5-16 YcmaHoeka pa3peleHus 3KkpaHa
5.2.6 OTtknro4veHne HacTpouku Tekcta ClearType

Haxmute [Start/Windows System/Control Panel/ Appearance and Personalization/ Fonts]
(Myck/Cuctema Windows/lNaHenb ynpasnenunsa/ BHewwHui Bug, n nepcoHanuaaums/ WpudTol),
Bolbepute B MeHwo “"Adjust ClearType text" (HacTtpowka Ttekcta ClearType), oTkpouTe
NHTEpAENC, Kak nokaszaHo Ha Puc. 5-17. CHumuTe cdnaxok “Turn on ClearType” (Bkntountb
ClearType) un HaxumanTe “Next” (Janee) 0o Tex nop, noka He nosisutcs “Finish” (3aBepwnTb).
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ClearType Text Tuner

Make the text on your screen easier to read

[1 Turn on ClearType

ClearType makes the text you see on the screen sharper, cearer, and easier to read,

Mext Cancel
Puc. 5-17 OmknodeHue ClearType
5.2.7 OTKnro4YeHune cBopaumBaHusa okHa Aero Shake xxecTtom Mbiwn

OTtkpovnite mHTepdenc “Run” (BbinonHutb) coyetaHuem knasuw “Windows + R”, 3atem
BBeauTe KomaHay “gpedit.msc’ B ananoroBom okHe “Run" (BblinonHutb) n Haxmute "OK”.
Haxmute [User  Configuration/Administrative  Templates/Desktop]  (KoHdurypaums
nonb3oBatens/AAMUHUCTPaTUBHbIE LWAabnoHbl/Pabounn cTon) B peaakTope roKanbHOM
rpynnoBon NOMUTUKK, Kak nokasaHo Ha Puc. 5-18.

'=[ Local Group Policy Editor — O X
File  Action View Help
ol A1 (BETN 7 Nl 4
E] Local Computer Policy " Desktop
v i Cormputer Configuration .
Turn off Aero Shake window Setting ~

| Software Settings P
- minimizing mouse gesture
| Windows Settings

|iZ] Rernowve the Desktop Cleanup Wizard

| Adrinistrative Templates Edit policy settin A L] Hide Internet Explorer icon on desktop
Bolcy sething )
v i, User Configuration =] Remowve Computer icon on the desktop
| Software Settings Requirements: |iz] Remowe My Documents icon on the desktop
| Windows Settings At :;?‘LW'”d;WS Server 2008 R2 |iz] Hide Metwork Locations icon on desktop
~ [ ] Administrative Templates erviindows |i| Remove Properties from the Computer icon context menu
1 Control Panel Description: |i] Remowe Properties from the Documents icon context menu
~ || Desktop Prevents windows from being |i2) Do not add shares of recently opened documents to Networ.,

| Active Directory minimized of restored when the i| Remove Recycle Bin icon from desktop
" Deskto active window is shaken back and = . ;
| P || Remowe Properties from the Recycle Bin context menu

1 Network forth with the mouse,

| Shared Folders

i| Don't save settings at exit

- If you enable this policy, Turn off Aero Shake window minimizing mouse gesture

- Start Menu and Taskbar spplication windows will not be Prevent adding, dragging, dropping and closing the Taskbar...

| System minimized or restered when the = e

| Windows Components active window is shaken back and o |i=] Prohibit adjusting desktop toolbars ”
h_ All Settings forth with the mouse. < >

\Extended /(Standard/

16 setting(s)

Puc. 5-18 Pedakmop riokanbHOU e2pyrnnosol noaumuku
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Oeaxapl wenkHute “Turn off Aero Shake window minimizing mouse gesture” (OTKNOYNTb
cBopaymBaHue okHa Aero Shake >xectom Mmbiwmn), n BeibepuTe “Enabled” (BkntoueHo) Bo
BCMMbIBaOLLLEM [MaNoroBoM OKHE, Kak MnokasaHo Ha Pwuc. 5-19, Haxmute “OK” gns
3aBepLUeHUS.

A Turn off Lero Shake window minimizing mouse gesture O >

E: Turn off Aero Shake window minimizing mouse gesture e Next Setting

() Mot Configured Comment;
(®) Enabled
() Disabled
Supported on: [ Ay least Windows Server 2008 R2 or Windows 7
Options: Help:

| Prevents windows from being minimized or restored when the
active window is shaken back and forth with the mouse,

If ywou enable this policy, application windows will not be
munimized or restored when the active window is shaken back

and forth with the mouse.

If ywou disable or do not configure this policy, this windaow
minimizing and restoring gesture will apply,

Puc. 5-19 OmknrodeHue ceopadyugaHusi okHa Aero Shake xecmom Mbiwu

5.3 OTKnYeHne 3anunaHusa u Oo3By4YMnBaHuUA nepeKmo'-leHvM KnaBul

OTtkponte [Start/ Windows system/Control panel] (Myck/ Cuctema Windows/lMaHenb
ynpasnenns), HaxmuTe [Ease of Access/Ease of Access Center] (LeHTp cneumanbHbIX
Bo3MoxxHocTen\ObneryeHme paboTbl ¢ knasmatypbl), click “Make the keyboard easier to use”
(Coenatb knasuaTypy 6onee yaobHoOW B UCMOMb30BaHMK), KaK NMOKa3aHO Ha PUCYHKE HUXeE,
Puc. 5-20.
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@ Ease of Access Center - O X

« . P @ > Control Panel > Ease of Access > Ease of Access Center v O earch Contr. P
< i

Control Penel Home Optimize for blindness

Make the computer easier to see

Change sign-in settings
9 Lo g Optimize visual display

Use the computer without a mouse or keyboar

Set up alternative input devices

Make the mouse easier 10 use

Adjust settings for the mouse or other pointing devices

Q oo #

Make the keyboard easier 1o use

[

Adjust settings for the keyboard

Use text or visual alternatives for sounds

Set up alternatives for sounds
& Make it easier to focus on tasks
‘ Adjust settings for reading and typing
y Make touch and tablets easier to use
Adjust settings for touch and tablets
Puc. 5-20 Ease of Access Center (ObnieaueHue pabomsi ¢ Knasuamypsbl)

CHumnte cpnaxkm ¢ “Turn on Sticky Keys” (BkntounTb 3anunaxme knaswuw), “Turn on Toggle
Keys” 1 “Turn on Toggle Keys by holding down the NUM LOCK key for 5 seconds” (BknounTb
03BYYMBaHWE NepeknoyeHnn nytem HaxaTtuns knasuwmn NUM LOCK B TedeHune 5 cekyHA), Kak
nokasaHo Ha Puc. 5-21.

@& Make the keyboard easier to use = O X

« = +v 1 e « Ease . > Make the keyboard v O SearcchContr. P

Make it easier to type P
| [[] Turn on Sticky Keys |

Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.

Set up Sticky Keys

[] Turn on Toggle Keys
Hear a tone when you press CAPS LOCK, NUM LOCK, or SCROLL LOCK.
[[] Turn on Toggle Keys by holding down the NUM LOCK key for § seconds

[C] Turn on Filter Keys
Ignore or slow down brief or repeated keystrokes and adjust keyboard repeat rates.

Set up Fijter Keys

oK Cancel Apply

Puc. 5-21 Omknroyume 3anunaHue U NepexsirvyeHue Knasuw

Haxmute "Set up Sticky Keys" (Hactpomnka sanunanus knasuw) Puc. 5-21, u BbinonHuTte
HaCTPOWKY, KaK nokasaHo Ha Puc. 5-22.
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Set up Sticky Keys

[] Tugn on Sticky Keys

Press keyboard shortcuts (such as CTRL+ALT +DEL) one key at a time.

Keyboard shortcut
[] Turn on Sticky Keys when SHIFT is pressed five times
When using keyboard shortcuts to turn Ease of Access settings on:
[] Display a warning message when turning a setting on
[[] Make a sound when turning a setting on or off

Puc. 5-22 OmkntoyeHue coyemaHull Knasuul
5.4 OTKnYeHUe ropaYnx KnaBuill BpalleHUs aKpaHa

Ecnn B kKOMNblOTEPE UCMNONb3yeTCs BCTPOEHHas nnaTa gucnnes (Hanpumep, Lenovo TS140),
ropsiuMe KnaeBuLIM 3KpaHa AOSMKHblI ObiTb OTKMKOYEHBI, BbIMNOMHUTE Cregylowme AeNCTBUS:
LLLENIKHUTE MPaBOW KHOMKOW MbILIKX Ha toboM MyCTOM MecTe Ha pabo4vem CTone u OoTKpowTe
MEHI0, Kak nokaszaHo Ha Pwuc. 5-23, Bblibepute [Graphics Options/Hot Keys/Disable]
(MapameTpsbl rpadumkn/Tlopaume knasuwn/OTKNOYNTD).

Ecnun HeT MeHto, noka3aHHOro Ha Puc. 5-23, nponycTuTe 3Ty HAaCTPOMKY.

View
Sort by
Refresh

Paste

Paste starteut

. Graphics Properties...
- Graphics Options

J e Tray kcon »  Enable
B8 Screen resolution Balloon Notification » v [jsatie
& personalize Rotation >

Profies »

Puc. 5-23 OmkritodeHue 20psqux Knasuw sKkpaHa
5.5 CBowucTtBa naHenu 3agay u meHio “lyck”

LLlenkHnTe npaBon KHONKOW Mbilwn NaHenb 3agay u Belbepute “Taskbar settings” (Hactpoiku
naHenu 3agad) B KOHTEKCTHOM MEHI0, MOCne Yero OTKPOETCs AManoroBoe OKHO HACTPOMKM
CBOWCTB, KaK nokasaHo Ha Puc. 5-24.

YcraHoBuTe “Lock the taskbar” (3abnokmpoBaTb naHenb 3agad) u “Use small taskbar buttons”
(Mcnonb3oBaTb ManeHbKMe KHOMKW Ha NaHenu 3afdad) Kak BKIHOYEHHble, YCTaHOBUTE
“‘Automatically hide the taskbar’ (ABTomaTmyecku ckpblBaTb nNaHemnb 3agadv) B pexuvme
paboyero cTona u NnaHweTa Kak BbIKMIOYEHHbIE, a Takke ycTaHoBuUTe “bottom” (BHU3Y) Ans
“Taskbar location on screen” (PacnonoxeHue naHenu 3agad Ha akpaHe) n “Never” (Hukorga)
ansa “Combine Taskbar buttons” (O6beguHUTL KHOMKM Ha NaHenu 3agad), kak nokasaHo Ha
Puc. 5-24.
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Taskbar

Lock the taskbar

@ on

Automatically hide the taskbar in desktop mode
@ O orf

Automatically hide the taskbar in tablet mode
@ off

Use small taskbar buttons

@ on

Use Peek to preview the desktop when you move your mouse to
the Show desktop button at the end of the taskbar

@ off

Replace Command Prompt with Windows PowerShell in the menu
when | right-click the start button or press Windows key+X

@ on

Taskbar location on screen

Bottom ~

Combine taskbar buttons

MNever R

Puc. 5-24 Hacmpolku ceoticme rnaHesnu 3aday

Haxmute “Turn system icons on or off’ (BkniovyeHne nnu BbIKNIOYEHNE CUCTEMHbIX 3HAYKOB)
Ha Puc. 5-25, nosiButca BcnnbiBalowmun uHTepdenc “Turn system icons on or off” (BknoyeHve
UNW BbIKINIOYEHNE CUCTEMHbIX 3HAYKOB), Kak NokasaHo Ha Puc. 5-25, yctaHosuTe “Off” (BbIKIT)
ana “Action Center” (LleHTp gencrtsun), opyrue napameTpbl UCMOMb3YOTCA MO YMOMYaHUIO.
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<« Settings

¢53  TURN SYSTEM ICONS ON OR OFF

o) Clock

Volume

)

Network
Power

Input Indicator

E Location

Action Center

Puc. 5-25 Hacmpolku cucmeMHbIX 3Ha4Ko8

5.6 HacTtpounkn BpemeHu

@ on
@ on

@ on

Bbibepute [Control Panel/Clock and Region] (MaHenb ynpaBnenus/Macbl M pernoH) u
Haxmute “Date and Time” (Jata n Bpems), 4ToObI 3a4aTb YAcOBOW MOSIC, AAHHbIE U BpeMs,
KOTOpble 0ObIYHO NCMONb3YTCA MO YMOMYaHUIO.

Haxmunte “Region” (PernoH) B nHtepdence “Clock and Region” (Macbkl n permoH), 4tobbl
0TOOpasnTb 3Ha4YeHne, Noka3aHHoe Ha Puc. 5-26.

Beeaute cnepytolee BBeEHME:

K7-SW-MN-7024

Short time: HH:mm (KopoTkoe Bpems: Y4:mm)
Long time: HH:mm:ss (OnuHHoe Bpems: Y4:mm:cc)
Short date: M/d/yyyy (KopoTtkasa gata: M/g/rrrr)
Long date: dddd, MMMM d, yyyy (OnvHHas gata: gpooa, MMMM g, rrrr)
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B Re gion X
Formats  Administrative

Faormat: English (United States)
Match Windows display language {recommended) W

Language preferences

[ate and tirme formats

Short date: b/ d Ay v
Long date: dddd, MMMM d, yyyy v
Short time: HH:mm W
Long time: HH:mm:ss w
First day of week: Sunday W
Exarmples

Short date: 8/3/2020

Long date: Maonday, August 3, 2020

Short time: 15:16

Long tirme: 15:18:56

Additional settings...

Puc. 5-26 PeauoHarnbHble U 3bIKO8ble napamempsl
3ateM HaxxmuTe “OK”, 4TOBbl 3aBEPLUNTL HACTPOVKN.

5.7 HacTtpounku cuctembl n 6e3o0nacHoOCTH
5.7.1 Hactponku 6e30nacHOCTU U TEXHNYECKOro ob6cnyXmBaHuA

Bbibepute [Control Panel/System and Security/Security and Maintenance/Change Security
and Maintenance Settings] (IMaHenb ynpasneHua/Cnctema n 6esonacHocTb/besonacHoCTb U
TexHudyeckoe obcnyxusaHne/IameHeHne HacTtpoek 6e30nacHOCTM U TEXHUYECKOro
obcnyxmBaHus), OTMEHUTE BbIOOP BCEX OMUMIA BO BCNSbIBAKOLLEM MHTEPMENCe, Kak NOKasaHo
Ha Puc. 5-27.
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W Change Security and Maintenance settings — O X

- v T W« Seawr. > Change Secunty a v O vearch Contr.. P

Turn messages on or off

For each selected item, Windows will check for problems and send you a message if
problems are found. How does Secunty and Mainter h for prot A

gnNCe CNECK Diems

Security messages

Window jat [T] Spyware and unwanted software

protection
[] Internet security settings 7] User Account Control
[[] Network firewall [] Virus protection
Maintenance messages

[[] Windows Backup [] Windows Troubleshooting
[[] Automatic Maintenance [[] HomeGroup
[[] Drive status [[] File History
[[] Device software [[] Storage Spaces

[[] Work Folders

cace

Puc. 5-27 NsmeHeHue Hacmpolku be3onacHocmu U obcilyusaHus
5.7.2 HacTpowmKu KOHTPOJSA YYE€THbIX 3anMceun Nnosnb3oBaTeneun

1. Bbibepute [Control Panel/System and Security/Security and Maintenance] (MaHenb
ynpaenenus/Cuctema n 6esonacHocTb/be3onacHoCTb M TexHMYeckoe OBCNyXMBaHUE),
3ateM HaxmuTte “Change User Account Control settings” (M3meHUTb HACTPONKM KOHTPONS
YYETHbIX 3anucen nornb3oBaTenen), OTKpoeTca MHTepdenc, nokasaHHbIi Ha Puc. 5-28.
YctaHoBute ansa napametpa “Allow notify” (Paspewnte yBegomneHus) sHadeHne “Never
notify” (Hukorga He yBeQOMNATL), NOTAHYB KHOMKY NPOKPYTKN BHU3.
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& User Account Cantral Settings — O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settingg

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
1. This setting will take effect after you click OK and
- - restart your PC.
Never notify

| &ok || Cancel

Puc. 5-28 Hacmpoliku KOHmporsisi y4emHbix 3anuced rnonb3oeamesel

2. Ortkponte uHtepdenc “Run” (BbinonHuTb) coyetaHmem knasuw “Windows + R”, 3atem
BBeauTe komaHay “gpedit.msc”, B ananorosoe okHe “Run” (BbINOMHWUTE), Kak NOKa3aHo Ha
Puc. 5-29.

4 Run x

=7 Type the name of a program, folder, document, or Internet
L resource, and Windows will open it for you.

Qpen: | gpedit.msc w

9 This task will be created with administrative privileges,

&4 EFDWSE---

Puc. 5-29 fluanoeosoe okHo “Run” (BbinonHUmMs)

3. Haxmute “OK”, 4ytoObl OTKpbITb MHTEpdenc “Local Group Policy Editor* (Pegaktop
nokKanbHOWM rpynnoBov nonuTukm), packponte “Computer Configuration” (KoHdurypaums
komnbloTepa), Bblibepute “Windows Settings/ Security Settings/ Local Policies/ Security
Options” (Hactponkn Windows/ [lapameTtpbl ©Ge3onacHocTu/ JlokanbHble RNOAUTUMKW/
MapameTtpbl 6e30nacHOCTM), Kak nokasaHo Ha Puc. 5-30.
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2

=l Local Group Palicy Editor - | *
File Action Wiew Help
=5 n1AXE= HFE

=/ Local Computer Policy || policy Security Setting A
v (& Computer Configuration
| Software Settings
v [] Windows Settings
| Name Resolution Policy
\El| Seripts (Startup/Shutdown)
e Deployed Printers
v [ Security Settings
4 Account Policies

o Systemn cryptography: Force strong key protection for user keys stored ont.. Not Defined
o Systemn cryptography: Use FIPS compliant algorithrs for encryption, hashi... Disabled

L) Systern objects: Require case insensitivity for non-Windows subsysterns Erabled

| Systemn objects: Strengthen default permissions of internal systermn objects (... Enabled

| Systemn settings: Optional subsystems

i System settings: Use Certificate Rules on Windows Executables for Softwar... Disabled

) User Account Control: Admin Approval Mode for the Built-in Administrato... Not Defined

v [4 Local Policies | User Account Control; Allow Ul&ccess applications to prompt for elevation... Disabled

& Audit Policy o/ User Account Contral: Behavior of the elevation prompt for administrators ... Elevate withou..,

& User Rights Assignment s User Account Contral: Behavior of the elevation prompt for standard users  Prompt for cre..,
1 Security Options o User Account Control: Detect application installations and prompt for elev...  Enabled
| Windows Defender Firewall wi o User Account Contral: Only elevate executables that are signed and validat... Disabled
| Network List Manager Policies o User Account Contral: Only elevate Uldccess applications that are installed... Enabled
7| Public Key Policies @ User Account Contral: Run all administrators in Sdmin Spproval Mode Disabled
_| Software Restriction Policies o User Account Contral: Switch to the secure desktop when prompting for el... Disabled

< T T o User Account Control: Wirtualize file and registry write failures to per-userl... Enabled v

Puc. 5-30 MsmeHeHUe Hacmpoek 8 pedakmope s10KasibHOU 2pynno8ol NoaUMuUKU

Oeaxabl wenkHute “User Account Control: Run all administrators in Admin Approval Mode
(KoHTponb yyeTHbIX 3anucen nonb3oBaTtenen: 3anyck BCEX agMUHUCTPATOPOB B pexume
ogobpeHns aaMMHUCTPATOPOM) B NMPaBOM 4YacTu UHTepdenca, YTobbl OTKPbITb AManoroBoe
OKHO, 1 ycTaHoBuTe 3HadeHue “Disabled” (OTkntoveHo), kak nokaszaHo Ha Puc. 5-31. 3atem
Bblbepute “Disabled” (OtkntoueHo), Haxmute “Apply” (MpumeHnts) n “OK”, nameHeHus
BCTYNAT B CUNY NOcne nepesarpyskn KoMmnboTepa.

”

User Account Control: Run all administrators in &dmin &p... 7 >

Local Security Setting  Explain

'i‘ Uzer Account Controb Run all adminiztrators in Admin Approval
M ode
EMF

(") Enabled
{®) Dizabled

Coct | [5G0

Puc. 5-31 OmkriroyeHue ceolicme KOHMPOJIS y4emHbix 3anucel nosb3oeamersiel
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5.7.3 OTtknro4veHne 6paHamayapa Windows

Bbibepute [Control Panel/System and Security/Windows Defender Firewall] (MaHenb
ynpaeneHus/Cuctema n 6esonacHocte/bpaHamayap 3awmtHuka Windows), 3atem HaxmuTe
“Turn Windows Defender Firewall on or off’ (BknioueHne vnu BbikntoyeHne GpanHamayapa
3awmTtHuka Windows). OTkntounte 6paHamayap Kaxaonm ceTu, Kak nokasaHo Ha Puc. 5-32.

W Customize Settings — O ey

— v T ‘ Windows Firewall Customize Semngs w earch Contr. @

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings

o (O Tum on Windows Firewall

@ @ Tum off Windows Firewall (not recommended

Public network settings
g (") Tum on Windows Firewall

g (@ Tumn off Windows Firewall (not recommended

0K Cancel

Puc. 5-32 Hacmpolku bpaHOmayspa Windows

Bbibepute [Start/ Windows Administrative Tools/ Registry Editor] (IMyck/ Cpeactsa
agmuHuctpuposanua Windows/ Pegaktop peectpa) 4ToObl OTKPbITb MHTEPENC pedakTopa
peectpa, Bbidepute “HKEY_LOCAL MACHINE/ SYSTEM/ CurrentControlSet/ Services/
mpssvc’ cnesa u Hanaute napameTp “Start” (MNyck) cnpasa. Osaxapb! wenkHute Start (Myck),
YTOObl U3MEHUTL 3HaveHne C 2 A0 4, Kak nokasaHo Ha Puc. 5-33. 3aTem nepesarpysuTte
komnbtoTep. (Moxanyncta, He U3MeHsaNWTe ApyrMe napameTpbl B pegaktope peectpa 6e3
COOTBETCTBYIOLLMX 3HAHWU 1 ONbITa).
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B Registry Editor = O
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEMN\CurrentControlSet\Services\mpssvc
. Modem ~ || Name Type Data
momtlor -‘_"I: (Default) REG_SZ {walue not set)
m”“;_ad“ 3] DependOnService REG_MULTI.SZ  mpsdrv bfe
mouni o .
mountmgr = g,’“l"""""' Edit DWORD (32-bit) Value
i m:Ensp;yNamle
" mpssve lia: rrorontrol V*Qnm
i Paramstars 4] FailureActions Stat
: ab) Group )
MRi;::\;Ity a8 ImagePath Value data: Base
B 28] ObjectName 4 | g Haaladaclmal
mresmb20 ab| RequiredPmaleges Decimal
MsBridge 78] ServiceSidType
MSDTC ) start Cancel
» | MSDTC Bridge 3.0.0.0 %) SvcHostSplitDisable oo - L
» | MSDTC Bridge 4.0.0.0 %] SveMemHardLimitinMB  REG_DWORD 00000001k (27)
L Msfs 4] SvcMemMidLimitinMB  REG_DWORD 000000014 (20)
msgpiowin32 4] SvcMemSoftLimiinMB  REG_DWORD 0x0000000c {12)
b mshidiemdf Y| 28 Type REG_DWORD 000000020 {32)
< >
Puc. 5-33 UameHeHuUe napamempa peecmpa
Bbibepute [Start/ Windows Administrative Tools/ Services]

(Myck/  CpeacTsa

agMmuHuctpupoBanma Windows/ Cnyx6bl), 4TOGbI NpoBepuTb, OTKMOYEHa nun cnyxba

6paHgmayapa 3awmtHuka Windows.

5.7.4 OTKno4vyeHne BOCCTaHOBJIEHUSA CUCTEMbI

Beibepute [Control Panel/System and Security/System] (MNaHenb ynpasnexus/Cuctema wm
6esonacHocTb/Cuctema), 3atem HaxmuTe “System Protection” (3awwmTa cuctemsl), oTkpoeTcs

UHTepdenc CBONCTB CUCTEMBI, MOKa3aHHbIN Ha Puc. 5-34.

Systern Properties

Computer Name Hardware Advanced System Protecton Remote

‘. Use systam protection to undo unwanted system changes

System Restore

You can undo system changes by revering

System Restore
your computer fo a previous restore point =y :

Frotaction Setings

. Aysailable Drrves Frotection
. Local Disk (C) (System) On
we LOcal Disk (D) O

Configure restore seftings, manage disk space, and I Cgniigure I
delate restore points
To creale a restore poink, first enable protecion by Crasia
selecting a drive and clicking Configure o
oK Cancel Apply

Puc. 5-34 [Juanozog8oe 0KHO ceolicme cucmemb|

K7-SW-MN-7024

29 n3 57



2

PykoBoacTBO Nno yctaHoBke onepaumoHHoun cuctembl WIN 10

BbibepuTte gucku, Ha KOTopbiX Oblfia OTKpbITa 3awuTa CUCTEMbI, B MHTepdence n HaxMmuTe
“Configure” (KoHdurypmpoBaTh), 4TOObI 3aKpbIThb 3aLLUTY CUCTEMBbI.

Bbibepute nokanbHbin guck C: € BKAYEHHOM 3awmuton wm  Haxmute “Configure”
(KoHdhurypupoBaTb) Ha cTpaHuue napameTpoB “System Properties” (CBonctBa cuctemsl),
OTKpPOWNTE QuanoroBoe OKHO, NokasaHHoe Ha Puc. 5-35, BoibepuTe “Disable system protection”
(OTKNIOUNTD 3aLMTY CUCTEMDI).

Restore Settings

By enabling system protection, you can undo undesired changes by
reverking vour compuker to a previous poant in bime.

| Gl Turn on syskem protection

(@) Disable system protection

| Disk Space Usage

You can adjust the maximum disk space used for system protection, As
i space fills up, older restore points will be deleted to make room Far new
ares,

Current Usage: 0 bytes

Max Usage: '

Delete all restore poinks For this drive.
Delete

oK Cancel apply

Puc. 5-35 OmkntoyeHue 3auwumsi ducka C:
Haxmunte “OK”, ytobbl OTKNIOYMTL 3aWwmTy gucka C..

5.7.5 HacTtpownka napameTpoB NpoOU3BOAUTESNILHOCTU

1. Bbibepute onumto “Advanced” (JononHutenbHble) B MHTEP(ENce CBONCTB CUCTEMBI, KakK
nokasaHo Ha Puc. 5-36.
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System Properties >

Computer Name Hardware Remote

“You must be logged on as an Administrator 10 make most of these changes
Pedormance

Visual effects, processor scheduling memorny usage. and virtual memory

Seflings..,
User Profiles
Deskiop seftings related to your sign-in

Settings.
Startup and Recovery
System startup, system failure, and debugging information

Seftings. .

Emaropment Vanables...

[ o 10 oo | [ dusls

Puc. 5-36 [Juano2o80e OKHO pacCuUpeHHbIX HaCMpPOeK CUCMEeMHbIX ceolicme

2. Haxmute “Settings” (Hactponkn) B okHe “Performance” ([MponsBoguTensHOCTb),
oTkpoetca nHTepdenc “Performance Options” (lMapameTpbl Npon3oBOANTENBHOCTM), Kak
NnokasaHo Ha pucyHke 5-37.

Performance Options >

Visual Effects Advanced Data Execution Prevention

Select the settings you want o use for the appearance and
performance of Windows on this computer.

(et Windows choose what's best for my computer
(O adjust for best appearance
(@ adjust for best performance

[] Animate controls and elements inside windows
[] Animate windows when minimizing and maximizing
[ animations in the taskbar

[ Enable Peek

[_] Fade or siide menus into view

[] Fade or siide ToolTips into view

[_] Fade out menu items after chcking

[[] save taskbar thumbnail previews

|_] Show shadows under mouse pointer

[_] show shadows under windows

[: Show thumbnails nstead of Kons

|_] show transhucent selection rectangle

[: Show window contents while dragging

[_] smooth-scroll list boxes
[[] use drop shadows for icon labels on the desktop

I

Puc. 5-37 Bbibop “Adjust for best performance” (YcmaHogka 0risi docmuxkeHus1 Hauny4duweul
rnpoussodumeribHocmu).
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3. Bbibepute “Adjust for best performance” (YctaHoBka Onsi OOCTWXKEHUSI HaWny4llen
Npomn3BOAUTENBLHOCTKM) Ha BkNaake napameTpos “Visual Effects” (BuayanbHble aghdekTsl),

3aTemM BblbepuTe BKMNagky napametpoB “Advanced” ([JononHuTtenbHble), MHTEpdEeNnc
[OMONHUTENbHbIX CBOMCTB NokasaH Ha Puc. 5-38.

Perfarmance Options x

Visual Effiects Advanced [ata Execution Prevention
Processor scheduling
Choose how 10 allocate processor resources.
Adjust for best performance of

(@ Programs Background gervices

Virtual meamory

A paging file & an area on e hard disl that Windows uses
as If it ware RAM

Total paging file see for all drives 1152 M8

o] o

Puc. 5-38 [Juarnozoeoe OKHO paclWupeHHbIX HaCMPOEK rnapamempos rnpou3sooumerisHocmu

4. Haxmute “Change” (M3menuTb) B okHe “Virtual memory” (BupTyanbHas namsatb),
OTKpPOETCH NHTEPEENC HACTPONKN BUPTYanbHOM NaMsTy.

— ChHumnte dnaxok “Automatically manage paging file size for all drives”
(ABTOMaTU4YECKOE ynpaBneHne pasmepom carina nogKadkm onst BCex UCKOB).

— Bbibepute guck C, BeibepuTe “Custom size” (Monb3oBaTenbCckuin pasmep), yCTaHOBUTE
3HauyeHus “Initial size” (HawanbHbin pa3mep) n “Maximum size” (MakcumanbHbIN

pa3mep) pasHbiMn 3000 MB (4000 MB, ecnn o6bem onepaTBHON NAaMATY NPEBbLILLAET
2 'b), kak nokasaHo Ha Puc. 5-39.
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Yirtual Memary *

[] Automatically manage paging file size for a1l drives

Paging file size for each drive
Drive [Wolume Label] Paging File Size (ME)
4000 - 4000
[Mew Yolume] MNone

Selected drive: C:

Space available: 49578 MB
(®) Custom size:

[nitial size (MB): 3000

Maximum size (MB): | 3000

() Systern managed size
(C) Mo paging file Set

Total paging file size for all drives
Minirurn allowed: 16 MB
Recommended: 1919 MB
Currently allocated: 4000 MB

0K Cancel

Puc. 5-39 YcmaHoeka supmyarnbHoOU namsimu
5. Haxmute “Set” (YcTtaHoBUTL), 3aTeM “OK”, 4To6bl COXpaHUTb N3MEHEHUS.

PEKOMEHOALUWWN: ecnn B cucteme MNOSABUTCSA [OMarioroBoe OKHO CBOWCTB C
Hagnuceto “The changes you have made require you to restart your computer

I:‘:j__, before they can take effect” (“BHeceHHble Bamu wuamMeHeHus TpebytoT
nepesarpy3kM KOMMblOTepa, Mpexage Yem OHW BCTYNAT B cCuny’), noxanyucTta,
Haxmute “OK” n nepesarpy3aute KOMMbIOTEP, 3aTeM YCTaHOBUTE creaylolime
CBOWCTBA.

5.7.6 OTKN4YeHMe aBTOMaTU4eCKOro oOHOBNEeHUNA

1. Ortkpownite nHtepdenc “Run” (BeinonHutb) coyetaHuem knasuw “Windows + R”, 3atem
BBeanTe KkomaHay “gpedit.msc” B guanorosoe okHo 1 HaxxmuTe “OK”. Haxxmute [Computer
Configuration/Administrative  Templates/ Windows Components] (KoHdwurypaums
KoMmnbtoTepa/AgMuUHUCTpaTMBHbIE WabnoHbl/ KomnoHeHTbl Windows) B pegaktope
NoKarnbHOW rpyrnnoBou NONUTUKK, Kak nokasaHo Ha Puc. 5-40.
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\=f Local Group Policy Editor — O x
File  Action “Wiew Help
s 2@ = HEYT

& Local Computer Policy T e —

v i Computer Configuration . R
» (] Software Settings Windows Update Sft'tlng
| Windows Messenger

» [ Windows Settings . E
v [ Administrative Templates | Windows Mobility Center

» [7] Control Panel 1 Windows PowerShell
s ] Mebwork | Windows Reliability Analysis
| Printers | Windows Remate Management
| Server | Windows Remote Shell
5 [ Start Menu and Taskbar 7 Windows Security
» [ System ] Windows Update
> _, Windows Components =] Work Folders %
iz All Settings < »
> 4 User Configuration \ Extended /{Standard/

Puc. 5-40 Mlumepgbelic pedakmopa fokabHOU 2pyrnnoeou noaumuku

2. Osaxgbl wenkHute “Windows update” (O6HoBneHve Windows) B cnucke “Windows
component” (KomnoHeHTbl Windows) 1 oTKporTe NHTepdENC, NoKasaHHbIN Ha PUCYHKe 5-
41.

=[ Local Group Policy Editar — O 4
P ¥

File Action Wiew Help

e a5 =2 HE T

=1 Windows Media D | [F tindows Update

~ Windows Media P

. Windows Messeni e e Setting .
: . i 15| Alwvays autamatically restart at the
__ ::::Zx: ;ﬂ:,,::,lg Belt policy setting. ~ (] Spe:i::y deadline I:-ef}::re auto-resta
° Windows Reliabili Requirements: iz Configure auto-restart reminder n
> Windows Remote Windows XP Professional Service 2] Turn off auto-restart notifications
| Windows Remaote Pack 1 or At least Windows 2000 5] Configure auto-restart required ne
» o Windows Security sl ] Configure Automatic Updates
© . Windows Update Description: ] Specify intranet Microsoft update
| Work Folders Specifies whether this computer = Autarnatic Updates detection freq
:_ Al Settings will I‘EFEi'u"E'SEturit}’ updates and « |l Do not allow update deferral polic v
» 4 User Configuration v ﬂﬁ:’:ﬁﬂ:ﬂmlﬁ;ﬂr < >
< > |\ Extended £ Standard /

33 setting(s)

Puc. 5-41 Mlumepgbelic ueHmpa obHosneHus Windows

Osaxabl wenkHute “Configure Automatic Updates” (Hactporika aBTomMaTu4eckoro
obHoBneHnst) B uHTepdence “Windows update” (O6HoBneHue Windows), n oOTkpoeTcs
UHTepdenc, nokasaHHbin Ha Puc. 5-42. Beibepute “Disabled” (OTkntoveHo) un Haxmute “OK”,
N3MEHEHNs1 BCTYNAT B CUIY NOCIe nepesarpy3kn KOMnboTepa.
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A Configure Autornatic Updates O x

E} Configure Automatic Updates IR E e Next Setting

() Mot Configured Comment:

() Enabled

(®) Disabled

Supported on: | i dows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Options: Help:

Canfigure automatic updating: Specifies whether this computer will receivle security updatels and | A
other important downloads through the \Windows autormatic
updating service.

The following settings are only required and Mote: This policy does not apply to Windows RT,

applicable if 4 is selected,
This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Palicy Setting:

Install during autamatic maintenance

Scheduled install day:
2 = Notify before downloading and installing any updates,

Scheduled install time: W'I'!en Windqws finds updates that apply to this cormputer,
users will be notified that updates are ready to be downloaded,
After going to Windows Update, users can download and install
any available updates.

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

0K Cancel Ll

Puc. 5-42 OmkrnoyeHue asmomamu4ecko2o 0bHOo8MeHUS

Mocne 3akpblTUs MHTEpdenca HaACcTPOeK aBToMaTU4eckoro obHoBneHus Bblbepute “Start/
Settings/ Windows Update/ Advanced options” ([yck/ Hactpowku/ LleHTp o6HOoBneHus
Windows/ [lononHuteneHble napameTpbl ) unu seegute “Advanced Windows Update options”
(PacwwupeHHble napameTpbl LeHTpa obHoBneHna Windows) B none noncka B JIieBOM BEPXHEM
yrny n Haxmute Enter (BBopg), nocrne uero oTkpoeTcs mHTepdenc napameTpoB LEHTpa
obHoBneHna Windows, kak nokasaHo Ha Puc. 5-43.

Settings - x
® Advanced options

*Some settings are managed by your organization
View configured update policies Note: Windows Update might update
itself automatically first when checking

Update options for other updates.

ec Configure automatic device setup
after an update under the Privacy
[CEDX: section in Sign-in options

Download updates over metered connections (extra charges may apply)
@ off

Restart this device as soon as possible when a restart is required to install an update. Windows will display a notice before the restart, and the device must be on and plugged in.

(o ) off
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Show a notification when your PC requires a restart to finish updating

@ o

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When you reach the pause limit. your device will
need to get new updates before you can pause again.

Pause until

Select date

Privacy settings

Delivery Optimization

Puc. 5-43 lhnmepgbelic asmomamu4ecko2o 0bHO8/1eHUS

5.7.7 OTtknro4veHne aHtusupyca Microsoft Defender

1. Otkpounte mHTepdenc “Run” (BeinonHutb) codetaHuem knasuw “Windows + R”, 3atem

BBeauTe KoMaHay “gpedit.msc” B guanorooe okHO 1 Haxxmute “OK”. Haxxmute [Computer
Configuration/Administrative Templates/Windows Component] (KoHpurypauus
KoMmnbloTepa/AgMUHUCTPaTMBHbIE  WwabnoHbl/KomnoHeHT  Windows) B pegaktope
noKanbHOW rpynnoBon NOANTUKK, Kak nokasaHo Ha Puc. 5-30.

Oeaxgbl wenkHnte “Microsoft Defender Antivirus” (AHTuBMpyc Microsoft Defender) B

i . » . o o
cnncke “Windows component” (KomnoHeHT Windows) wn oTkponTte uHTEpdENC,
NMoKasaHHbIN Ha pUCYHKe 5-44.

=f Local Group Policy Editor — m} X
File Action ‘iew Help
e nE= HE 7T
| HomeGroup . Microsoft Defender Antivirus
| Internet Explorer
. E Turn off Microsoft Defender Setting State
| Internet Information Services Antivi i
3 Location and Sensors fvirus | Microsoft Defender Exploit Guard
| Maintenance Scheduler Edit policy setting ' MpEngine
Maps | Metwork Inspection System
MDM Requirements: | Quarantine
Messaging At least Windows Vista | Real-time Protection
Microsoft account L Remediation
. — Description:
Microsoft Defender Antivirus This Pcp“c). setting turns off | Reporting
Microsoft Defender Application Microsoft Defender Antivirus, | Scan
Microsoft Defender Exploit Guar | Security Intelligence Updates
Microsoft Edge .Ifyou enable this pDIi.c)fr setting, Threats
Mi s dary Authenti Microsoft Defender Antivirus does |
e !UU’U ecan aly. "f ca not run, and will not scan 1] Allowe antimahware service to startup with normal priority Mot configured
- lec;\:mf.t EriExperiencelie computers for malware or other Turn off Microsoft Defender Antivirus Enabled
a o eetln.g potentially unwanted software. |i=| Configure local administrator merge behawior for lists Mot configured
| News and interests S S [XPPRRO-STI &
" OneDrive ) __If you filfal?\e th\s PD|!C?’ settlng_. < >
< > "\ Extended/(Standard/
10 setting(s)

Puc. 5-44 Mlumepgbelic Hacmpolku aHmusupyca Microsoft Defender

3.

36 n3 57

Osaxabl wenkHute “Turn off Microsoft Defender Antivirus” (OTknmouMTb aHTUBUPYC
Microsoft Defender) n otkponte uHTepdenc, nokasaHHbin Ha Pwuc. 5-45. Beibepute
“‘Enabled” (BkntoueH) n Haxmute “OK”.
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A Turn off Microsoft Defender Antivirus O d

E} Turn off Microsoft Defender Sntivirus T Next Setting

() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: [ ap ea st Windows Vists
Options: Help:

This policy setting turns off Microsoft Defender Antivirus,

If you enable this policy setting, Microsoft Defender Antivirus
does not run, and will not scan computers for malware or other
potentially unwanted software.

If you disable this policy setting, Microsoft Defender Antivirus
will run regardless of any other installed antivirus product,

If you do not configure this policy setting, Windows will
internally manage Microsoft Defender Antivirus, If you install
another antnarus program, Windows automatically disables
Microsoft Defender Antivarus, Otheraise, Microsoft Defender
Antraras will scan your computers for malware and other
potentially umwanted software,

Enabling or disabling this policy may lead to unexpected or
unsupported behavior. Itis recornmended that you leave this
policy setting unconfigured.

Puc. 5-45 UHmepapelic omkroveHuss aHmusupyca Microsoft Defender
5.7.8 OTKnro4YeHMe aBTO3anycka

YTtobbl npenoTBpaTUTL aTaky KoOMMbiOTEpa BMPYCOM, coaepXawumcs B  MOOUMAbHbIX
YCTPOMCTBaX XPaHEHUS AaHHbIX, U CO34aHUI0 Yrpo3bl AN MOHUTOPMHIOBOrO MPOrpaMMHOrO
obecneyeHna PCY, Heobxogumo BkouuTb dyHKkumio “Turn off Autoplay” (OTtkniountb
aBTO3anyck).

1. Ortkpownite nHtepdenc “Run” (BeinonHutb) coyetaHnem knasuw “Windows + R”, 3atem
BBeguTe KoMaHay “gpedit.msc” B gnanoroBoe OKHO, Kak NokasaHo Ha Puc. 5-46.

¥ Run *

= Type the name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you,

Dpent | gpedit.msc “

G This task will be created with administrative privileges,

Puc. 5-46 [uanozosoe okHo “Run” (BbinonHums)

2. Haxmute “OK”, ytobbl OTKpbITb UHTEpdenc “Local Group Policy Editor” (Pepaktop
noKanbHOWM rpynnoBov nonuTukn), packponte “Computer Configuration” (KoHdurypaums
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“Administrative Templates” (AgMUHUCTpaTUBHbIE

wabnoHsbl), BbIbepuTe “Windows Components” (KomnoHeHTbl Windows) kak nokasaHo Ha

Pwuc. 5-47.

File  Action

IE[ Local Group Policy Editor

'E[ Local Computer Policy
v il Computer Configura
» [ Software Settings
> [ Windows Setting
w || Administrative Te
» [ Control Panel
» ] Network
| Printers
7 Server
| Start Menu ar
> [ System
s | Windows Cor
|2 All Settings
w i, User Configuration
» [] Software Settings
» [] Windows Setting
s 7] Administrative Te

O x

Wiew Help
o9 2E=2HE 7T

AutoPlay Policies Setting ~
Tl ActiveX Installer Service
Description:
! . Add f Wi 1
Configure various AutoPlay behaviors, j Sl R L
jl’-\pp Package Deployment
j.&pp runtirme

j.&pplintion Compatibility

B AutoPlay Policies

j Biometrics

:] BitLocker Drive Encryption

j Credential User Interface

j Data Collection and Preview Builds
:] Desktop Gadgets

j Desktop Window Manager

j Device and Driver Compatibility
j Device Registration

j Digital Locker

Edge i

j Event Foraarding

BE cnt | nn Sandica
€

> |\ Extended A Standard /

Puc. 5-47 OkHo “Windows Components” (KomrnoHeHms Windows)

3. [Oeaxabl wenkHute “AutoPlay Policies” ([onuTukun aBTomaTuyeckoro BOCNpoM3BeaeHus),
OTKpOEeTCS creayoLwmin nHtepdgenc.
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T Add fe
1 App P
1 Appru
| Applic
| ButoPl
~| Biome
BitLocl
Creder
Data C
Deskto
Deskto
Dewvice
Device
Digital
Edge L
Event |
Event |
Event |
Event

Family

< >

o B2 I e I I I e e e I

IE[ Local Group Policy Editor

File  Action Wiew Help

L Ao lRERN 7 Nolih 4
w [ Windows 1 A

immediately.

dnives,

Turn off Autoplay Setting

Turn off Autoplay

Bt policy seiting. ~ [ ]Prevent AutoPlay from remembering user chi
Requirements: [E]visallow Autoplay for non-velume devices
At least Windows 2000 E] Set the default behavior for AutoRun
Description:

This policy setting allows you to
turn off the Autoplay feature,

Autoplay begins reading
from a drive as soon as you insert
media in the drive, As a result, the
setup file of programs and the
music on audic media start

Prior to Windows XP SP2,
Autoplay is disabled by default on
removable drives, such as the
floppy disk drive (but not the CD-
ROM dnve), and on netwark

\E:tended AS‘tandard[

4 setting(s)

Puc. 5-48 OkHo “AutoPlay Policies” (lMonumuku asmomMamu4ecKo2o 80Crpou3eedeHusi)
4. [saxgbl wenkHute “Turn off Autoplay” (BblkniounTb aBTOBOCMPOU3BEAEHWE) B OKHE

“‘AutoPlay Policies”

((MonuTukn  aBTOMAaTUYECKOrO  BOCMPOU3BEAEHMUS)), OTKpOUTe

nHtepdgenc “Turn off Autoplay” (BbikntounTb aBTOBOCNpon3BeneHue), Bbibepute “Enabled”
(BkntoueHo) u Bbibepute “All drivers” (Bce aucku) B Bbinagatowem MmeHwo “Turn off
Autoplay” (BbikntounTb aBTOBOCNpOM3BEAEHME), Kak Noka3aHo Ha Puc. 5-49.
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B Turn off Sutoplay O X

Ei Turn off Autoplay Mext Setting

(O Mot Configured Comment:
(®) Enabled

() Disabled

Supported ont [ ap jea st Windows 2000

Options: Help:

Turn off Autoplay on: | [This policy setting allows you to turn off the Autoplay feature, A

All drives v Autoplay begins reading from a drive as soon as you insert
media in the drive. As a result, the setup file of programs and the
music on audio media start immediately,

Prior to Windows XP SPZ, Autoplay is disabled by default
on removable drives, such as the floppy disk drive (but not the
CD-ROM drive), and on network drives,

Starting with Windows XP 5P2, Autoplay is enabled for
remowvable drves as well, including Zip drives and some LISB
mass storage devices,

If you enable this policy setting, Autoplay is disabled on
CD-ROM and removable media drives, or disabled on all drives,

This policy setting disables Autoplay on additional types of
drives. You cannot use this setting to enable Autoplay on drives
on which it is disabled by default.

Puc. 5-49 Hacmpoltiku “Turn off Autoplay” (Bbikmto4yums agmoegocrpou3sedeHue)

5. Haxmute “OK”, 4TobGbl 3aBepwntb HacTpouku. [lepesarpysvte KomnbloTep, Torga
MOBUIbHBIE YCTPOMCTBA XpaHEHUSA OaHHbIX He ByQyT aBTOMaTUYeCKNn BOCNPOM3BOAUTLCA
npu yCTaHOBKE.

5.7.9 Bknro4yeHue NONUTUKU ayauTa 6e3onacHOCTU

[na 6Gonee 3EKTUBHOMO OTCIEXMBAHMUSA WCTOYHMKA BMpyca HEeobGXOoOAMMO BKIOYUTH
nonuTuKy ayauta 6esonacHocTu. Hwke npuBeaeHbl KOHKPETHbIE Laru:

1. B wuHTepdeice “Local Group Policy Editor” (PegakTop niokanbHOM rpynnoBOn NOMAUTUKN),
nokasaHHom Ha Puc. 5-47, Bbibepute  “Local  ComputerPolicy/Computer
Configuration/Windows Settings/Security Settings/Advanced Audit Policy
Configuration/System Audit Policies - Local Group Policy Object/Detailed Tracking”
(Monutuka nokarbHOro KomnbtoTepa/KoHurypaums KomnbtoTepa/HacTporikn
Windows/NapameTpsbl 6esonacHocTu/PaclumpeHHas KOHUrypaums NOMUTUKN
ayguta/llonutnkn  cuctemHoro  ayauta -  OOBbeKT  nokanbHOM  rpynnoBoOK
nonutukn/MNogpobHoe oTcnexusaHue), YToObl BOUTU B MHTEP(ENC HACTPONKMW.

2. [Oeaxgbl wenkHute “Audit Process Creation” (CosgaHme npouecca ayauTa), yCTaHOBUTE
dnaxok “Configure the following audit events” (HacTtporika cneaytowmx cobbiTvin ayguta)
B BCM/bIBAOLLEM ANANOroBOM OKHE 1 Bbibepute “Success” (Ycnex) n “Failure” (Heygada).

3. lNoBTopute onepaumio, onnucaHHyto B ware 2, n Hactponte “Audit PNP Activity” (Ayaut
pestenoHoctn PNP), “Audit Process Termination” (3aBepLueHne npouecca ayauTta ) U
“Audit RPC Events” (Ayaut cobbituin RPC) cooTBETCTBEHHO.

PeaynbTathbl HACTPOKKK NokasaHbl Ha Puc. 5-50.
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File

- * Audit DPAPI Activity Mot Configured
o : ‘?:ix:::ss;:::ng; * Audit PNP Activity Success and Failure
) | Name Resolution Policy Audit Process Creation Success and Failure
) Scripts (Startup/Shutdown) Audit Process Termination Success and Failure
|; Deployed Printers R
v _5‘3' Security Settings Audit Token Right Adjusted Not Configured

ocal Group Policy Editor -
Local G Policy Edi O X

Action  View Help

o 2@ = HE

Jf Local Computer Policy A || Subcategory Audit Events
v i Computer Configuration

A Account Policies
‘4 Local Policies
| Windows Defender Firewall with Advanced Security
| Network List Manager Policies
| Public Key Policies
°| Software Restriction Policies
| Application Control Policies
&, IP Security Policies on Local Computer
~ [ ] Advanced Audit Policy Configuration
v [N System Audit Policies - Local Group Policy Object
4 Account Logon
,:_| Account Management
i Detailed Tracking
_:'a DS Access
23 Logon/Logoff

Puc. 5-50 lNapamempsi nonumuku ayduma 6e3onacHocmu

5.8

Hactponku ¢poHOBBLIX cnyx6

YctaHoBuTe Anga criegyowmx cnyx6 3HadeHve “Disabled” (OTkntoyeHo) Tem xe cnocobom,
KOTOpbI onucaH B npoueaype otkntoveHnsa Windows Update (o6HoBneHne Windows).

Windows Update (O6HoBneHne Windows)

Internet Connection Sharing (O6wwuin 4OCTYN K MIHTEPHET-COEAUHEHNIO)

Windows Backup (Pe3epsHoe konvpoBaHue Windows)

Windows Time (Bpemst Windows)

Touch Keyboard and Handwriting Panel Service (CeHcopHasi knaBmatypa W naHenb
PYKOMUCHOro BBOAA)

Connected User Experiences and Telemetry (INogkntoyeHHbI MNONb30BaTENbCKUN
NHTEpPdENC 1 TenemeTpus)

Mpoueaypa oTknoyeHua obHoBneHua Windows

1.

LWenkHnte npason kHonkon Mmbiwmn “This PC” (Mon komnbioTep) u Boibepute “Manage”
(YnpaBneHne) B KOHTEKCTHOM MeHI, OTKponTe uHTepdenc “Computer Management”
(YnpaeneHne komnbtoTepom), 3ateM Bblbepute “Services and Applications” (Cnyx6bl 1
npunoxenuns), nocne Bblbepute “Services” (Cnyxbbl), kKak NokazaHo Ha Puc. 5-51.
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& Cornputer Management — [m] X
File  Action  ‘iew Help
e | EE e HE »enw
A Computer Management {Local \:;} Services Actions
w ﬁ’j Systern Tools - ~ . .
@ Task Scheduler Windows Update Name Description Status Startu & | Services -
. @ Event Yiewer -S"’:\Mndows Perception Simul... Enables spa... Maru Maore Actions
Start the service 23 . .
» ] Shared Folders &) Windows Presentation Fou... Optimizes p... Manu P T
- -
» ¥ Local Users and Groups ‘), Windows Push Notification... This service... Running  Autor indowrs Upda
(%) Performance Description: Sk Windows Push Notification... This service ... Running  Autor Maore Actions 4
% Device Manager IEn!b|||eslthe dfet:;lon_ t;lawwn_lr:;d. and 2 Windows PushTolnstall Serv... Provides inf... Manu
o installation of updates for Windows &
v Starase and other programs, If this service is ..?_Wmdows Remote Manage... Windows R... . Manu
. = Disk Managerment disabled, users of this computerwill s Windows Search Provides co... Running  Autor
v [y Services and Applications || not be able to use Windows Update (&) Windows Security Service  Windows Se... Running  Manu
“ Services or Lts automatic ,.Illpdati;eg febiature. Twindows Update Enables the ...
s and programs will not be able to use : ]
@ Wl Control the \z'i:aows Update Agent (WUA) -.?:\Mndows Update Medic Ser... Enables rem... Manu
APL L WinHTTP Web Proxy Auto-.. WinHTTPi.. Running Manu
&} Wired AutoConfig The Wired ... Maru
i€ WLAN AutoConfig The WLANS... Manu
\S;*"; WMl Performance Adapter  Provides pe... Manu
».'.;’;Wurk Folders This service ... Manu
{?;Workshtion Creates and... Running  Autor ¥
< >

v

\ Extended )( Standard/

Puc. 5-51 OkHo crniucka cryx6
2. [Oeaxgbl wenkHute “Windows Update” (O6HoBneHne Windows) B cnucke cny»0, oTkponTe
COOTBETCTBYIOLLMI NHTEPKENC HACTPOMKN CBONCTB, Bblibepute “Disabled” (OTkntoyeHo) B
BbinagatoLem cnucke “Startup type” (Tun 3anycka), kak nokasaHo Ha Puc. 5-52.

Windows Update Properties (Local Computer)

General LogOn Recovely Dependencies

Service name: WLALEER
Dizplay name: Windows Update

Enables the detection, download, and installation of  »

Dezcriptior;
Becnption updates for Windows and other programs. If this

Path to executable:
C:\windows\system32\svchost exe -k netsves

Startup ype: Dizabled e

Service statuz:  Running
Start Stop Pause Besume

You can specify the start parameters that apply when pou start the service
fram here.

et | [ i

X

Puc. 5-52 OmknroveHue cryx6bi “LleHmp obHoeneHus Windows”
Haxmunte “Stop” (Cton), 4tobbl OCTAaHOBUTL 3Ty Cnyxby, 3atem Haxmute “OK”, 4yTobbI

3.

4.

OTKITIOYUTb 3TY CriyxOy.

Mocne 3aBepLUeHWs BCEX HACTPOEK Mnepesarpysute KOMMbITEp, YTOObl M3MEHEHUs

BCTYNUNN B CUTY.
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NMPEAYNPEXAOEHWUE: nocne HacTporikn OHOBLIX cnyxb BCe CceTeBble
NOAKMOYEHNsT Ha pabounx y3nax AOSMKHbI OblTb OTKMOYEHBI.

5.9 OTKn4YeHue ynpaBneH1s NOTOKOM AaHHbIX CeTeBOro aganrtepa

1. LWenkHuTe npaBown kHonkon mblwn Ha “This PC” (Mon komnbtoTep) u Bbibepute “Manage”
(YnpaBneHne) B KOHTEKCTHOM MeEHI0, nocne 4vero oTkpoeTcs uHTepdenc “Computer
Management” (YnpaeneHne KOMNbOTEPOM).

2. LUWenkHnTe NnpaBom KHOMKOW MbILK ceTeBon aganTtep B okHe “Device Manager” (MeHeoxep

ycTponcTs), BeibepuTe “Properties” (CBoncTBa) B KOHTEKCTHOM MEHHO, YTOObI OTKPbITb €ro
NHTepenc cBoNCTB.

3. YcrtaHoBuTe gns napametpa “Flow control” (YnpaBneHne notokom) 3HadveHue “Disabled”

(OTknoyeHo) Ha Bknagke “Advanced” (JononHuTenbHO) B MHTepdernce ceBoncTts, Puc.
5-53.

Intel(R} Ethernet Connection 1217-LM Properties x
Ewents Resources Power Management
General Advanced Diriver Detailz

The following properties are available for this network. adapter. Click

the property you wank ko change on the left. and then zelect itz value
on the right.

Property: Walue:

Adaptive Inter-Frame Spacing A Dizabled j
ARF Offload

Flaw Cartral

Gigabit Master Slave Maode

Intarupt b oderation

Interupt Maderation Fate

[Pvd Check.sum Dffload

Jumbo Packet

Large Send Offload V2 (IPv4)

Large Send Offload V2 IPv6)
Locally Administered Address

Lag Link State Event

Ma Deschption

MS Dffload v

Cancel

Puc. 5-53 OmkrirodeHue yripagrneHus Tomokom daHHbIX cemegozo adanmepa
4. Haxmute “OK”, yTobbl 3aBEpLUNTE HACTPOVKY CETEBOrO agantepa.
5. YcraHoBuTe Apyrve ceTeBble aganTepbl TakMM Xe obpasom.

5.10 HacTpouku ceTeBbIX CBOUCTB

YcTaHoB/TE napameTpbl CETEBbIX NOAKMIOYEHUN criegyowmmM obpa3om nocne 3aBepLueHns
HACTPOMKN MOAKIOYEHUN K ceTeBOMY 0OOpPYyAOBaHMIO B 3TOW rfnaBe NpuvBeAeHbl HAaCTPONKN
CBOWNCTB MOAKITYEHNS U pacLUMpPEHHbIe NapameTpbl o6Lero goctyna.

5.10.1 HacTtpounka ceTeBbIX CBOUCTB

Bbibepute [Control Panel/Network and Internet/Network and Sharing Center] (MNaHenb
ynpaenennsa/Cetb n WHTepHeT/LleHTp ynpaBneHus cetamm uM obwimMm JOCTYrnom), 3aTem
Haxmute “Change adapter settings” (M3meHnTb napameTpbl agantepa), OTKPOETCS
NMHTepPMENC HACTPOEK CETEBOrO MNOAKNIOYEHMS.
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& Network Connections - O X

- Network and Network Connections . Netw.. P

o Ethernet - Ethernet 2
L“. ldentitying L‘*. f “ i network 0

.8 v .4 B v
D-Link DGE-528T Gigabit Et t ¢ nk E-528T Gigabit Ethernet

L‘ Ethernet 3
~
e Unidentified network

3 items -
Puc. 5-54 Iumepabelic Hacmpolku cemeabix MOOKIYeHUl

B “Ethernet 3”, kak Noka3aHO Ha PUCYHKe Bhbille, UCMONb3yeTCsl BCTPOEHHbI CETEBOM aganTep
cuctembl, a B “Ethernet” n “Ethernet 2” ncnonb3aytotcst oBa NogkIOYEHHbIX CETEBbLIX aganTtepa.

Ecnn B cucteme ynpaeneHusi yctaHoeneHo 1O [MporpammHas nnatdopma KT, cBoncTBa
ceTeBbIX aAanTepoB AOMKHbI ObITb 3adaHbl crneayoLwmm obpasom:

— WN3meHute “Ethernet” Ha “Network A” (CeTb A), 4TOObI NOAKMIOYUTL CETb yNpaBrneHUs
TexHonorndeckum npoueccom A. Hactporka ceoncts “Network A” BbIrnaguT cnegyowmm
obpasom:

— IP-agpec: 172.20.X.Y (X yka3biBaeT agpec AomeHa; Y yKkasbiBaeT agpec ctaHuun. Oba
OHM OOIMKHbI HAXOAMTLCS B AMana3oHe 3Ha4YeHUN agpecoB onepaunoHHbIX Y3510B.)

— Macka nogcetu: 255.255.0.0

— [Opyrne napameTpbl, Takme kak DNS, WINS n T. 4., OOMmKHbl OCTaBaTbCA 3adaHHbIMU
no yMomn4yaHuto

— Wamenute “Ethernet 2” Ha “ Network B” (CeTb B), 4TOGbl NOAKMIOYNTL CEThb YyNpaBneHus
npoueccom B. Hactporika ceoincts “ Network B” BbirnaguT cnegyowmm obpasom:

— IP-agpec: 172.21.X.Y (X ykasblBaeT agpec A0MeHa; Y ykasbiBaeT agpec ctaHumn. Oba
OHW OOSMKHbI HAXOAUTLCA B AMana3oHe 3Ha4YeHMn agpecoB OnepaumoHHbIX Y30B.)

— Macka nogcetu: 255.255.0.0

— [JOpyrne napameTpsbl, Takne kak DNS, WINS u T. A., OOMKHbI OcTaBaTbCH 3a4aHHbIMU
no yMon4aHuto

— Wamenute “Ethernet 3” Ha “Information Network” (MHopmaunoHHas ceTtb), 4TObbI
nogkntountb  “Information Network”. Hactponka csoncte “ Network B” Bbirnagut
cnegyowmm obpasom:

— IP-agpec: 172.30.X.Y (X ykasbiBaeT agpec AO0MeHa; Y ykasbiBaeT agpec ctaHumn. Oba
OHW OOSMKHBI HAXOAUTLCA B AMana3oHe 3Ha4YeHUN agpecoB OnepaumoHHbIX Y3I10B.)

— Macka nogceTu: 255.255.0.0

— [Opyrne napameTpbl, Takne kak DNS, WINS u T. A., OOMKHbI OCcTaBaTbCH 3a4aHHbIMU
no yMOS4YaHuio.

[Mocne HacTponkK NpoBepbTE, XOPOLLO N paboTaeT ceTeBon aganTep.

ﬂ BHumaHume: noxanyricra, obpatntecb K COOTBETCTBYIOLLEMY PYKOBOOCTBY
nonb3oBaTtend Angd nonyyeHus MHOpPMaLUmn 0 HaCTPOMKax CeTEBbLIX CBONCTB.

5.10.2 PacwmpeHHble HACTPOMKM obLero gocrtyna

Bbibepute [Control Panel/Network and Internet/Network and Sharing Center] ([NaHenb
ynpasnenns/Cete n WHTepHeT/LleHTp ynpaBneHus cetamm u obwum AOCTynom), 3aTtem
HaxkxmuTe “Change advanced sharing settings” (MI3aMeHUTb paclUMpPeHHbIE HAaCTPOWKK ObLLEero
AocTyna), nocne 4yero oTkpoetcsa uHTepdenc “Advanced sharing settings” (PacwmpeHHble
HacTponku obero goctyna). YcraHosuTe dnaxkn “Turn on network discovery” (Bknountb
obHapyxeHune cetun), “Turn on file and printer sharing” (Bknountb 06Lwmii 4OCTyN K harnam u
npuHTepam) n “Public folder sharing” (O6wmin gocTyn K nankam), Kak nokasaHo Ha Puc. 5-55.
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Guest or Public (current profile)

Network discovery

When network discovery is on, this computer can see other network computers and devices and
1S visible to other network computers.

(@ Tum on network discovery
() Tum off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer
can be accessed by people on the network

(@ Tum on file and printer sharing
() Turn off file and printer sharing

All Networks

Public folder sharing

When Public folder sharing is on, peopie on the network, including homegroup members,
can access files in the Public folders.

(@ Tum on sharing 50 anyone with network access can read and write files in the Public
folders

(O Turn off Public folder sharing (peopie logged on to this computer can still access
these folders)

Puc. 5-55 PacwupeHHbie Hacmpolku obuje2o docmyna

Oeaxapl wenkHute “This PC” (Mo komnbtoTep), BoibepuTe [File /Change folder and search
options] (®Pavn /M3mMeHnTb nanky W napameTpbl NMOWCKa) B CTPOKE MEHK UHTepderica
nokarnbHoro aucka, cHummuTe dpnaxok “Use Sharing Wizard (Recommended)” (Micnone3oatb
macTep obuero gocrtyna (pekomeHayeTtcs)) Ha Bknaake “View” (Bug), kak nokaszaHo Ha Puc.
5-56.

Falder Options >

General Yiew  Search

Falder views

You can apply thiz view [such as Details or lcong] ta
| all folders of this type.

Apply to Folders Reset Folders

Advanced settings:

Show preview handlers in preview pane ~

Show status bar

[[] Use chack boxes to sslect items

] Use Sharing Wizard (Recommended)
When typing into ist view
() Automatically type into the Search Box
{®) Select the typed item in the view

Navigation pane

[[] Expand to apen foldes

[] Show all folders

[ Show libraries

. Restore Defaults

oK Cancel pply |

Puc. 5-56 imepdgbelic Hacmpoliku napamempos rnarnxku
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5.10.3 HacTtpowka ynpaBneHuUs 3f1ieKTponMTaHMemM ceTeBoro obopynoBaHus

1. Bbibepute [Control Panel/Network and Internet/Network and Sharing Center] (MaHenb
ynpaeneHnsi/Cetb n NHTepHeT/LleHTp ynpaBneHus cetsmm n obwum SOCTYNnom), 3aTtem
HaxkmuTe KHorky “Change adapter settings” (M3ameHuTb napameTpbl aganTtepa), OTKpOeTCs
NHTepdEeNC HAaCTPOEK CETEBOIO NMOAKMIOYEHNS.

& Network Connections — O X
- T & « Network and Network Connections v O h Netw.. P
L-. Ethernet : Ethernet? @
— ldentifying. - Unidentified networl
!-‘ v ' 4 r r r
@ D-Link DGE-528T Gigabit Ethernet D-Link DGE-5281 1\K4AJ,-1!||'“hv-llu"_.,
- Ethernet 3
L-
= |nidentified network
-4 - -
o Broadcom NetiGreme SHhax G :.‘
3 items = —

Puc. 5-57 lumepgbelic HacmpoUlku cemeabix MooKo4YeHul

2. LenkHnTe npaBon KHOMKOW MbIM Ha aganTepe u Bblibepute “Properties” (CeoricTea) B
KOHTEKCTHOM MEHI0, YTODObI OTKPbITb MHTEPEENC CBONCTB, KaK MOKa3aHO HUXe.

U EthernetD Properties >
MNetwarking

Connect using:
@ Intel(R) 82574L Gigabit Network Connection

This connection uses the following tems:

= Client for Microsoft Networks ~
E: File and Printer Sharing for Microsoft Networks

Puc. 5-58 Csoticmea cemego2o noOKMHYeHUS

3. Haxmute kHonky “Configure...” (KoHdurypuposatsb...) Ha Bknagke “Networking” (Cetb),
4YTOBbl OTKPbITb MHTEPdENC CBOWCTB CETEBOr0 agantepa. 3artem Bblbepute BKNagky
“Power Management” (YnpasneHnuwe anektponutaHmem) n cHumute dnaxok “Allow the
computer to turn off this device to save power” (Pa3peLlmnTb KOMMbIOTEPY BbIKMOYUTE 3TO
YCTPOWCTBO 4S9 3KOHOMUK 3Heprum), Puc. 5-59.

Intel(R) 82574L Gigabit Network Connection Properties *
Gereral Advanced Diiver Detal: Events Power Management
[jl Intel(R) 825741 Gigabit Network Connection

[ &llow the: computer to turn off this device to save power
Allow this device to wake the computer

Orly allow a magic packet o wake the computer

Puc. 5-59 Ceotlicmea cemeegozo adanmepa
CoBeTbl:

BbinonHue crnepylowe OENCTBULA, Bbl Takke MOXeTe OTKPbITb MHTepdenc

(1_3'_' HaCTPOWKN CBOWCTB ceTeBoro agantepa: (VHTepdenchbl, OTKpbITble ABYMSA
cnocobamu, MOryT OTnM4aTbCa ApYr OT Apyra, noxanyucra, obpatutecb K
dhakTmyeckoMy MHTepdency).
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1. WenkHnTe npaBon KHOMKOM MbIWK Ha 3Hadke “Computer” (KomnbioTep) Ha
paboyem ctone u Bblbepute “Manage” (YnpaBneHue) B KOHTEKCTHOM MEHIO.

2. B okHe “Computer Management” (YnpaBneHne koMnbioTepom) Bbibepute
“Device Manager” (MeHeaxep yCTPOUCTB) M3 APEBOBUOHOMO CNUCKa Cneea
B pasgene “Computer Management/System Tools” (YnpasneHue
KOMMbloTepOM/CUCTEMHBIE MHCTPYMEHTHI).

3. BbibepuTe ceTeBon agantep u3 cnmMcka annapaTHbiX YCTPOWCTB B NPaBon
yacTu akpaHa u Bblbepute “Properties” (CBoncTBa) B KOHTEKCTHOM MEHIO.

4. CoxpaHuTe N3MeHeHus1 HaCcTpPOoeK.

5. nOBTOpI/ITe onucaHHble Bhbille AENCTBUSA, YTOObl N3MEHUTb cooTBeTCTBYHOLLNE CBOWCTBa
KaXXgoro ceteBoro agantepa.

5.10.4 Otknto4yeHue IPv6

IPv6 MOXHO OTKNIOYMTL OBYMS CrieayromumMm crnocobamu.
Cnoco® 1

1. Bbibepute [Control Panel\Network and Internet\Network and Sharing Center\Change
adapter settings] (MaHene ynpaeneHna\Cetb n UHTepHeT\LIeHTp ynpaBneHust cetamu m
obwmm goctynom\MIameHeHne HacTpoek agantepa), YTobbl OTKpbITb MHTEpPdENC
HaCTPOWMKN CETEBOro NOAKMOYEHNS], Kak NokazaHo Ha Puc. 5-57.

2. LUenkHnTe npaBoKr KHOMKOW MbIWWK Ha agantepe un Bbibepute “Properties” (Colicta) B
KOHTEKCTHOM MEHI0, YTOObl OTKPbITb MHTEPdENC CBOWCTB CETEBOr0 MOAKMYEHUS, Kak
nokasaHo Ha Pwuc. 5-60, cHumute dnaxok ¢ nyHkta “Internet Protocol Version 6
(TCP/IPv6)” (MHTepHeT-npoTokon Bepcun 6 (TCP/IPvE)).

U Ethernetl Properties >

MNetwaorking

Connect using:

? Intel(R) 825741 Gigabit Network Connection
This connection uses the folowing tems

vl B Client for Microsoft Networks "
vl T File and Printer Sharing for Microsoft Networks

vl BHQes Packet Scheduler

v 4 Intemet Protocol Version 4 (TCP/1Pv4)

] 5 Microsoft Network Adapter Muttiplexor Protocol

v 5 Microsoft LLDP Protocol Driver

(MY Irtemet Protocol Version 6 (TCP/IPvE) v

< 2

Install... nsta Propetties

Description

TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

QK Cancel

Puc. 5-60 Ceolicmea cemegozo noOKITHYEeHUS
3. Haxmute OK, 4TOObl COXpaHUTbL HACTPOWKM.
4. T[loBTOpUTE ONUCaHHbIE Bbile AEeNCTBUS, YTOObLI M3MEHUTL CBOMCTBA Kaxdoro agantepa.
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BHumaHue: gna otknioveHus IPv6 ¢ nomowbio aToro metoga Tpebyetcs
NnoaTBEPXKOEHME TOro, YTO M3MEHEHUA BCTYNMWW B CUMY, MOCME KaKaowm
nepesarpysku Komnbotepa.

1. Otkpownte mHTepdenc “Run” (BeinonHutb) codetaHnem knasuw “Windows + R”, 3atem
BBeauTe KkomaHay “regedit” n Haxxmute “OK”, nosisutcsa ananorosoe okHo “Registry Editor”
(Pegaktop peectpa).

2. Bblbepute
“Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Para
meters” cneea. MameHnte “Value data” (3HaueHne paHHbix) “DisabledComponents” Ha
“ffffffff’, kak NokazaHO Ha pUCYHKe HuXe.

i)

File Edit ‘iew Faworites p
Compute \HKEY_LOCAL_MACHINEVSYSTEM \CurrentControlSethServices\Tcpip@hParameters

SmartSAMD A | Mame Type Data

smbdirect 8] (Default) REG_SZ value not set)

’8:12:::0“ 000 5| DhepweDUID REG_BINARY 000100 01 2c ee 9a 1c 50 7c 6f 4f eB 90
o #4] DisabledComponents REG_DW/ORD OxFFFFFFF (4204067295)

SHMPTRAP
spaceparser
spaceport

SpbCx
Spooler
sppsve
srv2
srvnet
SSDPSRY
ssh-agent

Edit DWORD (32-bit) Value

Value name:

| DizabledComponents

Base
(®) Hexadecimal
(O) Decimal

Walue data:

SstpSvc
StateRepository

Cancel

stexstor

Puc. 5-61 OmkmoyeHue IPv6
5.11 HacTpounku 3anycka u BOCCTaHOBNeHUsA

Ana Ttoro, 4ytobbl COXpaHUTb NOSIHYD MHAOPMAaLUMIO O HELWTaTHOW CUTyauun cpasy Xe npu
NosBIIEHNN CUMHEro 3KpaHa ornepaumoHHon cuctembl Windows B npouecce paboTbl
NPUNOXEHNS, B HACTPOMKax CUCTEMHbIX CBOWCTB cregyeT BbiOpaTb pexum 3anucu
0TNago4vHoOM MHGOPMaUMn Ans 3anycka n BoccTaHoBneHund kak “Kernel memory dump” (Jamn
namaTtu agpa). Hwke npuBeaeHbl NoapobHble MHCTPYKLUMM NO SKCNyaTauum:

1. Otkpounte mHTepdenc “Run” (BeinonHutb) codetaHuem knasuw “Windows + R”, 3atem
BBeauTe KomaHay “systempropertiesadvanced.exe”, 4Tobbl OTKpPbITb AMANoroBoe OKHO
“User Properties” (CsowncTtBa nomnb3osartens), n nepengute Ha Bknagky “Advanced”
(JononHuTenHo), kak nokaszaHo Ha Puc. 5-62.
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System Properties >
Computer Name Hardware Advanced System Protection Remote
You must be logged on as an Administrator to make most of these changes.
Performance
Visual effects, processor scheduling, memory usage, and virtual memary
User Profiles
Desktop sattings related to your signin
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
Environment Varables. ..
OK Cancel Ppply

Puc. 5-62 PacuwupeHHble HacmpoUliKu cucmeMHbIX ceolicme

2. Haxmute kHonky “Settings” (Hactpownkn) B okHe “Startup and Recovery” (3anyck u
BOCCTaHOBMEHME), 4Tobbl OTKpPbITb MHTepdenc, nokasaHHbIn Ha Puc. 5-63, 3atem
BblbepuTe “Kernel memory dump” (Jamn namsatn agpa) u3 BbinagatoLLero Cnmcka B okHe
“Write debugging information” (3anucb oTnago4Hon MHopMauun) nog nyHKTom “System
failure” (CuctemHbin cbon).
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Startup and Recovery x

System startup

Default operating system:

Windows 10 W
Time to display list of operating systems: 30 5 seconds
[] Time to display recovery options when needed: 30 > | seconds

System failure
Write an event to the system log
Automatically restart

Write debugging information

kernel memary dump W

Dump file:
| %SystemRoot % MEMORY.DMP

Overwrite any existing file
[ bisable automatic deletion of memory dumps when disk space is low

o1 s

Puc. 5-63 Hacmpolika uHmepgbelica 3arycka U 60CCMaHOB/IEHUs
3. lNocne HacTponkn HaxxmuTe KHONKy “OK”.

5.12 OTKnoYeHue cpeacTBa oueHKM coBmectumocTu Microsoft

1. Bbibepute [Start\ Windows Administrative Tools\ Task Scheduler] (IMyck\ Cpeactsa
agmuHucTpuposaHus Windows\ NnaHmpoBLKK 3agay), 4Tobbl OTKPbITE MHTEpdenc “Task
Scheduler” (MnaHnpoBLLMK 3a8a4).

2. Bbibepute “Task Scheduler (Local)\Task Scheduler Library\Microsoft\Windows\Application
Experience” (MnaHupoBlwmMK 3agady (nokanbHbin)\bubnuoteka nnaHvpoBliMKa — 3agad\
Microsoft\Windows\OnbiT npumeHeHuns) cnesa. Bobibepute “Microsoft Compatibility
Appraiser” (Cneunanuct no oueHke coBmecTumocTn Microsoft) u wenkHnTe no Hemy
npaBoOn KHOMKOM Mblwn. B koHTekcTHOM MeHto Bblbepute “Disabled” (OTkniouveH), kak
nokasaHo Ha Puc. 5-64.

@ Task Scheduler

File Action ‘iew Help
&= 2|7 HiE

(1) Task Scheduler (Local) -
w [ Task Scheduler Library

Name Status Triggers

B8] Microsoft Compatibility Appraiser Disabled Multiple triggers defined

v | Microsoft =
v B Windows i-ProgramDataUpdater Ready
| MET Framework o StartupAppTask Ready

| Active Directary Rights Management
| 2pplD
! Application Experience

Puc. 5-64 OmkmoyeHue “Microsoft Compatibility Appraiser” (Cneyuanucm rno oyeHke
cosmecmumocmu Microsoft)
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6 OuucTKka cuctembl

Ypanute MSN, Media Player, urpoBble nporpammbl M AONOSIHUTESbHbIE MPOrpamMmbl,
CO3[aHHble BO BPEMS YCTAHOBKMW.

Haxmute “Programs” (Mporpammebl) B nHTepdence “Control Panel” (lMaHenb ynpaBneHus),
3ateM Bblbepute “Turn Windows features on or off” (BkntoueHne nnu BoikntouYeHne yHKLUN
Windows) B pa3sgene “Programs and Features” (Mporpammbl 1 dyHKUMM), YTOObI OTKPbITb
avnanoroBoe okHO “Windows Features” (®yHkumn Windows), kak nokasaHo Hwxe. Bbibepute
Tonbko “Internet Printing Client” (KnneHT nHTepHeT-neyaTn), a gpyrue He Hago.

[ Windows Features = O X

Turn Windows features on or off @

To turn a feature on, select its check box To turn 3 feature off, clear its check
box. A filled box means that only part of the feature 15 tumed on.

+

Hyper-V A
Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core

Isolated User Mode

Legacy Components

Media Features

|
S ) BN BN N ) NN R BN R S ) W S

[
# []° Microsoft Message Queue (MSMQ) Server
[ Microsoft Print to POF
(] MultiPoint Connector
[w] © Print and Document Services

(] | Internet Printing Client
LPD Print Service X

Cancel

Puc. 6-1 Hacmpolku o4ucmku cucmema!

Haxmute “OK”, 4ytobGbl yaanuTb COOTBETCTBYKOLLME MpOrpamMmbl, 3aTem nepesarpysvte
KOMMbIOTEP B COOTBETCTBUM C MHpOPMALMEN B MOOCKA3KE.
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7 Cnucok npoBepKu

Mocne nonHon yctaHoBkmn Windows 10 Bbl MOXeTe NPOBEPUTL BCE HEOOXOOMMbIE HACTPOWNKN
B COOTBETCTBMM C NYHKTAMW B crieaytoLlen Tabnuue.

AnemMeHTbl HACTPOMKHU Pe3ynbTaT HacTpoMku MpumeyaHue
[pansep matepuHckon nnatbl
n 1 OpanBepbl MHTErPUPOBAHHbLIX -
orpaMmbil-
porp KOMMNOHEHTOoB Bce oHu 6binn ycTaHOBNEHbI
apanBepbl —
[pavisepbl 4na apyrux )
KOMMOHEHTOB
BkrounTb y4eTHyto 3annck agMuMHUCTpaTopa -
YyeTHble 3anucu OTKMOYMTE BCTPOEHHBIX NOMb30oBaTeENEN N yaanute Apyrux i
nonb3oBartenemn nonb3oBaTenen, kKpoMme agMmMHUCTpaTopa
YCcTaHOBUTb aBTOMaTUYECKUIA BXOS, B CUCTEMY Cm. n.5.1.210
HacTpoiika Tembl Tema Windows no ymonyaHuio -
MkoHku This PC, Network and
. Recycle Bin (Mou komnbioTep,
HacTpolika paboyero ctona -
Cetb 1 KopanHa) npucyTcTByioT
Ha pabo4yem cTone
HacTporiika akpaHHon 3acTtaBkm | OTcyTcTBYET
MnaH anekTponuTaHus Bbicokas npon3BogMTENBHOCTD
MapameTpbl anekTponuTaHus —
. Bbicokasi npon3BogMTENbHOCTD
PaclmnpeHHble HacTpowikn
BobikntoueHue gucnnes Never (Hukorga)
MponycTtute
3TOT MYHKT,
Cnawmin pexxum Never (Hukoraa) €ecnu Takon
HaCTPOMKK
HeT.
Cnsawmin pexxum Jepes... Never (Hukoraa)
Paspeluntb rmbpuaHbIn pexmm
P pvA P Off (oTkntoyeHo)
chsiLLero pexunma
M'mbepHauus yepes... Never (Hukoraa)
CsoicTBa OkpaH: Korga oH nogkntoYeH
OTOBDAKEHMS par. Rora A ’ Never (Hukorga)
p BbIKMOYUTE €ro rnocre...
. MponycTtute
Cnswwun pexxum: Korga pony
3TOT NYHKT,
KOMMbIOTEP NOAKIOYEH K CETH, M
. Never (Hukorga) ecnu Takon
OH NEPEXOAUT B CMALLMA .
HaCTPOWKK
pexum nocne...
HeT.
MOHUTOP C AnaroHanbsto 19
aronmos: 1280 * 1024 nukcenen
(pexomeHayeTcst)
MOHUTOP C AnaroHanbto 20
aronmos: 1600 * 1200 nukcenen
(pekomeHayeTcst)
PaspelueHune akpaHa LIMPOKOOpPMaTHbIN MOHUTOP C
anaroHansto 22 aronma: 1920 *
1080 nukcenen
(pexomeHayeTcst)
LLInpokoakpaHHbIN MOHUTOP 24’
1920 * 1080 nukcenen
(pexomeHayeTcst)
HacTtponkn wpugTta ClearType
P puc yp ClearType oTknto4eH
Text Tuner
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AnemMeHTbl HAaCTPOMKMU Pe3synbTaT HacTpomnkm MpumeyaHue
OTKNOUNTL CBOpaYMBaHNE
okHa Aero Shake xxecTtom OTkntoueHo
MbILLIN
OTKNIOYUTE KHOMKK
StickyKeys 1
ToggleKeys
99 y CoyeTaHue knasuLLl OTKntoYeHo
(3anunaHue knasuLl u
03ByuYMBaHue
NnepektoYeHnin)
Mponyctute
OTKNIOYNTE ropsiune 3TOT MYHKT,
KnaBuLIM BpaLLeHnst CoyeTaHue knasulLLl OTKnoYeHo €Cnu Takomn
aKpaHa HaCTPOWKK
HeT.
3abnokupoBaHa naHenb 3agad u
KHOMKM NaHenu 3agau
OCTaBfeHbl BKIMHOYEHHbIMU
. . ABTOMaTUYECKOE CKPbITME
HacTpoiika csoiicTs HacTpoiiku naHenw 3apay naHenu 3agay: BolkmoueHo
Naxesnn sanas n MeHio PacnonoxeHue naHenu sagaq
Myck Ha akpaHe: BHuay
KomMBuHMpyTEe KHOMKX NaHenu
3apay: Hukorpa
3Hauku obnactu yBegomnenuii | LleHTp gencteuii: BeikntoyeH
KopoTtkast 3anucb: HH:mm
Bpewms . -mm-
OnnHHasa 3anuck: HH:mm:ss
HacTpoliku BpemeHM KopoTtkas gata: M/dlyyyy
[ata (Mecsu/neHb/ron)
OnvHHas gaTa: dddd, MMMM
dd, yyyy
OTKoYeHbl COO6LLEHNS O
BesonacHocTb 1 TeEXHUYeckoe
6e3onacHoCTH 1 coobLieHns ob
obcnyxusaHve
obcnyxunBaHun
KoHTpornb y4eTHbIX 3anucen
M Hukorga He yBeooMnsiTe
nonb3oBaTenen
KoHTpornb y4eTHbIX 3anucen
none3oBaTenen: 3anyck Bcex
OTKnoYeHo
aAMWHUCTPATOPOB B peXxnme
ofobpeHus agMUHUCTPAToOPOM
BpaHamayap Windows OTkntoYeH
Cnyx6a bpangmayapa
Wi yd paHamaysp OTkntoveHa
Cwuctema v INdows
6e3onacHocTb BoccTaHoBneHne cuctemsl OTKntoYeHo
OTperynupoBaHo ans
BusyanbHble acpdekTbI OOCTWXEHUS Hauny4Llen
NpPon3BOANTENBbHOCTH
YCcTaHOBNEHO HaYanbHbIV U
BUpTyanHas namsTh (uek MaKcuMarnbHbIA pasmMepbl kak
C')p y 3000 MB (4000 MB, ecnu o6bem
' onepaTMBHOM NaMSATU
npesbiwaet 2 ['B).
ABTOMaTunyeckoe o6HoBneHne | Never (Hukorga)
Microsoft Defender Antivirus AHTUBUMpPYC: BkrtoueH
OTkntounTe aBTO3anyck BkntoyeHo
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AnemMeHTbl HACTPOMKU

Pe3ynbTaT HacTPOMKM

MpumeyvaHue

MapameTpbl NONUTUKN ayanta
©e3onacHocTn

“Audit PNP Activity”, “Audit
Process Creation”, “Audit
Process Termination”, and “Audit
RPC Events”: BknounTe 311
nogkateropuun u 3agante ans
HUX COObITMS ayauTa Kak
“YenewHsle” n “HeypadHble”.

Windows Update

Internet Connection Sharing

Windows Backup

HacTpowka ceTeBbIxX
CBOWNCTB

Cnyx6bl Windows Time OTkntoYeHo
Touch Keyboard and
Handwriting
Panel Service
YnpaBneHve NoTokoM OTkntoyeHo

MepeumeHoBaTh: Information

Ethernet 3 Network
IP: 172.30.X.Y
Rename: Network A

Ethernet IP: 172.20.X.Y

Ethernet 2 Rename: Network B IP:

172.21.X.Y

HacTpowkun ceTeBbIx
CBOWNCTB

PaclumpeHHble HacTponkm
obuwero goctyna

BkntoueH “O6HapyxeHne cetu”,
“Obwwuin gocTyn K dhainam un
npuHTepam” n “ObLwuin 4OCTyN K
oBWwKm nankam”, CHAT goaXok
“Ucnonb3oBaTb MacTep obuiero
aocTyna (pekomeHgyeTtcs)”.

CBOICTBO CETEBOIO
apanTepa

YnpaBneHue
aneKkTponuTaHmem

CHAT chnaxok “Paspewntb
KOMMbHOTEPY BbIKIYATb 3TO
YCTPOWCTBO ANS 9KOHOMUN
3NEeKTPO3Heprun”

Network Property (Disable
IPVv6)

CHaT chnaxok “Internet Protocol
Bepcun 6 (TCP/IPv6)” nnn
YCTaHOBIEHO A5 NapaMeTpa
“3HayeHns gaHHbIX” napameTpa
“OTKMOYEHHbIE KOMMOHEHTHI”
3HauveHne “ffffffff” B pegakTope
peecTpa

3anyck un
BoccraHoBnenune

3anucb oTnago4Homn
MHdopMaLmm

Beibepute “Oamn namatu sgpa’”.

[MnaHupoBLLmMK 3aga4

Microsoft Compatibility
Appraiser

OTKnNtoYeHo

OumncTtka cucTembl

YaaneHbl MrpoBble Nporpammbl, NporpaMMbl 4ns 06paboTku
1306paxeHnin, MacTep NOAKMHYEHNS K CETU U AOMNONHUTENbHbIe
nporpaMMbl, CO34aHHbIE BO BPEMS YCTaHOBKM. BbiGpaH Tonbko

“KnueHT uHTepHeT-nevartn”.
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8 WcTopua nuameHeHum

Tabnuya 8-1. Cnucok eepculi

Bepcvm AOKYMeHTa

Oarta

MpumeyaHus

RO

My6nukauus
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9 TlapaHTUM U peknamauumn

MapaHTunHble o64a3aTenbCTBA

MpounsBognTens rapaHTUpyeT COOTBETCTBME BbIMYLLEHHOTO YCTpoMCTBa TpeboBaHMAM,
YyKa3aHHbIM B TEXHUYECKOM AOKYMEHTauuwu, npv ycrioBum cobniofgeHus nonb3oBaTtenem
npaBun aKcnyaTaumm n TEXHNYECKOro 06Cny>XMBaHms, ONMCaHHbIX B AAHHOM PYKOBOACTBE.

FapaHTUHBIA  CPOK 3KcnnyataummM coctaBngeT 12 wMecdueB €  gaTbl  NOCTaBKW.
[ononHuTenbHble rapaHTUIHbIE YCITOBUS ONPEeAeNnsaoTCs 4OrOBOPOM C NOKyrnaTenem.

FapaHTuiiHOe obcnyXMBaHWE OCYLLECTBNSETCS B CreayroLwmx crnyyvasx:

— BbisBnenne 3aBogckoro gedbekta, NpenATCTBYKOLWEro HopmanbHon paboTte
YyCTpOWCTBA.

— OOGHapyxeHne HecooTBETCTBUSA (PaKTUYECKUX NapamMeTpoB YCTPOMCTBA 3asiBIIEHHbLIM
[OKYMEHTaL N,

— Hanuuune mexaHn4eckux I'IOBpG)K,EI,GHVII?I, BO3HUKLUMX MO BUHE NMpOon3BoAnNTENA.

rapaHTVIIZHOG OGCJ’Iy)KI/lBaHVIe HE OCYLLECTBIIAETCA B cneayouwnx crnyvyadax:
- Hapyl_ueHme npasun akcnnyartauun, onncaHHbIX B AaHHOM pyKOBOACTBE.

— MexaHnyeckne MoBpeXAEeHUsl, MorlydYeHHble B  pesynbTaTe  HenpaBWUibHON
aKcnnyaTaummn, HebpexxHoro obpalLeHns U1 BHELLHEro BO3AeNCTBUSI.

— [lonbITkM caMOCTOATENBLHOIO PEMOHTA Nosib3oBaTeNeM.

— Wcnonb3oBaHune yCTPOMNCTBA HE MO Ha3HaYeHMo.

— Hanwnuue cnenos BO30eNCTBUS XMMNYECKUX BELLECTB, Braru, Nbifn, KOPPO3uu.

— Hanwnuue cnenoB HeCaHKUMOHMPOBAHHOIO JOCTYMa K yCTPONCTBY.
Mopsagok nogayn peknamaymu
Mpn obHapyXeHun HencrnpaBHOCTU YCTPOMCTBA B Nepuos rapaHTuiHbIX 06s3aTenbCcTB
nonb3oBaTerb JOSPKEH CBA3aTbCA C NPOM3BOAUTENEM N NPELOCTaBUTb akT O HEMCNPAaBHOCTU

C YKasaHMeM Ha3BaHWd, CEpUMHOro Homepa ycTponctBa no agpecy: 196624, r. CaHkT-
MeTtepbypr, Butebekmn np., 4. 155, ctp. 1.

Mnn HanpaBneH 3anpoc no anekTPOHHOM noyTe: support@conkor.ru
CanTt npounssogutens: https://conkor.ru/
TenedoH gnga obpaiueHnn: +7 (812) 602-5615

BosBpaT 1 obmeH

B cnyyae obGHapyxeHusi 3aBoAcKoro gedekra, NPensiTCTBYHOLEro HopmarnbHow paboTe
YCTPOWCTBA, B TEYEHWE rapaHTUMHOrO CpokKa, Mofb3oBaTeNlb MMEeT NpaBo Ha OOMeH
YCTPOWCTBA Ha aHanorMyHoe UcnpaBHoOe yCTPOMCTBO UMW BO3BPAT AEHEXHbIX CPEACTB.

[laHHOEe pYKOBOACTBO ABMSIETCS NWWb OOLWMM OnuMcaHWeM rapaHTUiHbIX 00s3aTenbeTs
npoussoautens. MonHas WHdopMauus O rapaHTMM W MNOpsSAKe nodady peknamaumu
COOEPXKUTCS B rapaHTUIHOM TarnoHe, npunaraeMom K yCTPOMCTBY.

PekomeHaoyeM COXpaHUTb AaHHOE pyKOBOACTBO W rapaHTUMHBLIA TaroH.
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WHTEeAABKTYaAbHOE ynpa

BAEHWe NPOU3BOACTBOM

KoHTakTHasa nHdopmaums

Appec r. Cankr-leTepbypr, Butebekun np., A. 155, ctp. 1
TenedoH +7 (812) 602-56-15
Cant conkor.ru
OneKTpoHHasa novrta info@conkor.ru
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